AWSEHFAAXTESNTE
SEER

dWS



AWSHHEFATIEGNIE &£

AWSHHT AT EGANMIE: 2EEHN
Copyright © 2023 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.
Amazon KR ML AR RSB TEMIE Amazon WERERS , EREUEATRESIERFRE. RIEHIKK

Amazon AR EH. FIEIE Amazon ENECEREINSEMEENMF |, XEFREAETEEMHE T Amazon, 5
Amazon BXEEH Amazon #8) , b ATBEFR 21t




AWSHHEFATIEGNIE &£

Table of Contents

AWSSDK L B B R R . 1
T R B B R e 1
B B . et 2
R B A B ..o e 2
BHEconfigflcredentialsIF ..o 2
e B ST e 2

B B T BT B T o e e e 3

B S B R R o 5

o I T B 5
IR T B e 6
B R B I N BT B . i i 6

T R BRI I A B R B .. i 7
B R T ] L 8
AV S BB 1D .ot 8
IAM Identity Center BABIEIE ........oveiieiee e 9
B IAM B B B R R T A R e 9

TR IAM B B D I . oo e 10

IAM ROIES ANYWNEIE ... e e e 12
SR BRI RE B B AM Bt 12
B2 BRI B E A IAM B e 12

B B A I T 5 N e e e 13
B I A T B 13

B A T B 13
BT T 14

B BT A 15
Tt EC2 SRl IAM B e 16
B A B 17
BT DR EC2 SEBIHIE R IAM B e 17
FERE R EC2 STl oo 17

T EC2 SRl B T R B R B R E o 17
Config M B R e R B B i e 19
B RS B o oot 19
B B T e oo 19
CoNFAGIHFIRIBIUTR .. oottt 20
Credential s S R B R ..o e 21
R A B T R 21
I IR B e, 22
R B 23

R R B R B 23

R B R I BT 26

IV DS R B oo 28

T B R I BT 30

AM B B e R B e e 32
AW S T Bl BB o 35
R T B 37
AMAzZON EC2 TR 0l T B o oo, 37
AMAZON S8 B A R oot 39
AMAZON S8 B R B T ] o ooeen ettt e e 40
AV S X e e 41
AV S ST S R I b T T R e e ettt et et 43
P o | =T = TR RPPRR 44
R R R I 45
B B B o e 46
IV D S B o i ettt et e 48




AWSHHEFATIEGNIE &£

I T 0 oo 50

A T IR G T R I T I o e 52

E T o [ R 69

N B T T BT e 72
ORI R e BB oot 72
P A S I 73
P B R oo 73
B 73

RN e 73

SDK AR A B B 73

R A B B I .. et 74

T BB T B oot 74
RN S BB B . 74

1] i = SRR 75

B B L 76
R TT B T oot 77
AW S TR aR ettt 78
.................................................................................................................................................... Ixxix




AWSHHFTRITEBNIER 2EER
FRERR

AWSSDK 1 TESZ1EmR

% SDK MITEBIHERIUIMERAZFELZ-LBA IR,
KIEFMIBEXRUTRABRNES -

« BB (p. 2)— WAEAHZconfigflcredential sXHHIFETEKREE AWS SDK MITE,

- SHRIERIAF (p. 8)— WELENRBR T EEERFTF RAWSH MAIH TS HBRIE. AWS RS
c BENSHRIERESE p. 19— METATHORIENEENITELRENSE,

« AWSEBRZ1TH} (CRT) FE (p. 72)— JLFFiE SDK B AN £ EZAWSERZTH (CRT) E#iR,

« AWSSDK F T E44 B (p. 73)WBEAWSHHTT X EH (SDK) MTE ( BREBIHFYERN (1oT)
SDK ) R HIE/R BILaY 4E 47 R B M AR A2 5,

ANAWS SDK MITESEEEEEENER TSN SDKMTENEEE, RILLRHNEMEEN  EN
ERAKEEMEMAN SODK RTENFEEM. U TR SDKMITE  HPESRIEMHP AR RS

MEMREANR : AiEMPEEMEXNELE -

« £ SDKHITE AWSSDK R T E4H# B (p. 73)
+ AWS Cloud Development Kit (AWS CDK) FF & A | BLE (p. 2)

+ AWS Serverless Application Model 7 & A R 357 SHWIENHE (p. 8)

+ AWS Toolkit for Eclipse fi 157 AWSSDK M T E4HF BUR (p. 73)

« AWS Toolkit for JetBrains F P15
« AWS Toolkit for Visual Studio FA /155
« AWS Toolkit for Visual Studio Code F 157

« AWS Command Line Interface F /55 EE (p.2)

« AWS SDK for C++ F A AR Igm PN

+ AWS SDK for Go JF & A i 15F 5 BMEAE (p. 6)
« AWS SDK for Java FF & A R 15 BENSHRIIRESE (p. 19)
+ AWS SDK for JavaScript FF & A R 15E
« AWS SDK for .NET F & A RIER

« AWS SDK for PHP FF & A R I5Rg AWSSDK M T E4H# B (p. 73)
» AWSSE B F Python # SDK (Boto3) Al

+ AWS SDK for Ruby 7 & A 5 355

« AWS Tools for Windows PowerShell f o #57

FRER

Amazon CodeWhisperer 2 —E F 2533 (ML) RS , AIRIEEKIT £FFE (IDE) PR IBERANA
BERRBEY , N\MEBREFXARNWIERER, BiFATHEIISHEES M IDE LURNAEM %2
WMR , FS BT L% CodeWhisperer,

AWSIB fE 78 (CRT) FE (p. 72)



https://docs.aws.amazon.com/cdk/latest/guide/
https://docs.aws.amazon.com/cdk/latest/guide/
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/
https://docs.aws.amazon.com/AWSToolkitEclipse/latest/GettingStartedGuide/
https://docs.aws.amazon.com/toolkit-for-jetbrains/latest/userguide/
https://docs.aws.amazon.com/AWSToolkitVS/latest/UserGuide/
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
http://aws.amazon.com/codewhisperer/
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BLiE

FEAAWSHHT R TESMEMAWSTF KETE ( $l20 AWS Command Line Interface (AWS CLI) ) , #&H]
RLEAWSHERS API #1TRE, BR , B HRTIHEEZ , XTEARTERORERENEREE
SDKRIE,

HESSEUTHA :

- AFRBIEERA APl @@ EIEELE. EFEATMZROAWSRES A HHER, FHILESAWSHEIA
BB , HUURRECHAHIRRERE., R, ©LEE R TFERITHEIRE,

- HEEFMELR , ATFEHAWS CLITK SDK a4 EBiE R, [HERLKEFMIL ( ZEF B MAWSIRS
) U R R e & R R,

B SDK T EBIFZIRR , BUUEAXERRRERAENERNEERFE . FLKFE SDK 5
TEFIREN , BRUAERAZEENFEAES  BXASHZI AR SDK KX,

BR , KZHAWS SDK MITEHXFRAMMNEERR (BRTRBEE ) WERRE :

« HEAWSEEMEREXH (p. 2)-HFcredentials X configf 42N AWS SDK T
EEESHNRINEENEREASR. FAXENHEHENIENNARFAIUEANRE, #
EcredentialsX#configMXHHHIRE S EMNE B XHEXER, FASAMRENY , BAUMER
TRNREREBUNATFAENZ S, YREAAWSTERAGSIMER SDK B AWS API B, #RETEL
EERATZRENEEXHUARBEERE. HF —MEREXHHIEENEENY , default HEKREHIE
EEFAMNEE SN , ZREXHSB3IER, 2F*%¥”ﬁ¢'iﬂ%7"‘TRT?ﬁ%EJ‘X‘*:“K#FFE’JiﬁEO

. ﬂ'\iﬁl{zgp 6)-FLRBEB WA LUFRERERENTERES, RE-RXRBEE - AARNWIRREE
, BEREEEFNESTHNERNEZL , TU«E«’&‘%%X‘JHJ&?‘T&J*%E&O

tbEB D P H A &

EHE

s HEXHWuEconfigMcredentialsX ¥ (p. 5)
. E,/\——f-config'ﬂlcredentialsjl1¢ (p.2)
TEXE (p.6)

configflcredentialsX

HEWAWS configfcredentialsXHBE—HEEXH. BEXHR—HEEE , TUERAHEEENX
HEFM SDK/ TR a| fixeE, BEENMIEE S | METE A %R E AHEE SDKTEMNE
L5,

BE , ZUUERAEPRENEAEcredential s AL X HREREX P configth. K2R ;
RS NLAME BB credentialsXt. B2 MR RERESE  BINBWESHAMABRRE (SRS
11D MABBEH ) $MREcredential s, X | MENKE , BALNE AR HEBIRER,

AEBRHEMNconfigfMcredentialsXHR NI E ASCIl F/F (UTF-8 HiB ) NAXAXH. EFIXA
BEPFEAFIN T4,

BB X

HEPMRBEconfigfcredential sXHERHENEEXHHEXEK, EASMREXH , EAETRE
MIREREANATAENZ R,



https://wikipedia.org/wiki/INI_file

AWSHHEFATIEGNIE &£
BB SRR

B ldefaultJMMBRIEEBENDBEBE XY |, profle 22 H SDK T EREFANE, Sthailtj@Zs
MWEEXXH , BLREHARSI AXEREEXH. SINECHBNEEXGTUEERRMNIRELS.

[default]RR—MRBEBHMATR . ENMARBENdefaultERNMRAFREERENH , NER
SDK {EFHE’J?J(I}\EEEI#O TN EMEE X REMENIRINE, Hla , MRIRE [default]profile
BERAEGENRETHAETRE  WEEAGERE AN TR EZE.

(it ) IRBEEEY SDK RBEAN G BEEXHHAWS CLIGS. HE , B ERKRES
EAWS_PROFILEMEEEFRANEEXHZE,

Linux/macOS BE G TREMETEMN RF

export AWS_PROFILE="my_default_profile_name";

Windows B & S 1TIREHIET B KA :

setx AWS_PROFILE "my_default_profile_name"

BB AP RIS

BeonfigXHHALRRIINHD. ?XREENHEES , " EFLIERSE — Mo XEXT.
Hconfigfile BEAN TR IA Y -

. O HPHFIESRBEYRA setting-name=value ¥ —HKHE R,
o AILUBEAHSFR (#) FFLRERERT

PERELRFEEHNATREESHT, E"ﬁmkﬁl«)\ﬁﬁﬁﬂ:%ﬂ EFR ([ 1) FHESAFT—NEWNERENR
] ZMONWBENLER. RAUERFE, BF. EFHF () MTIL () , BEEZER.
ETEA : profile

=z

ENENITRG : [profile dev]

#Iprofilesection definition line & T AIAERRZEFNANEE S H, [default] 2HE— TEEE"JQE
BXHprofileEWINAF, EEHF THREGBNEEXY , BSRTEX TEREXHHILS

RTRBIERT —NEEXHRBlconfighh a XM [default ]I M AR, BIRE T region (p. 41)i%
N

[default]
#Full line comment, this text is ignored.
region = us-east-2

DT RBIERT confighF a WX #profileETWENIT, EEAMRAprofile FERBE B XA —
Efh. LITZENMERE K EFBIS Mo EKENAL , BHIEEMGTENEEH+,

[profile developers]
..settings...

BLEREFECHREFREYD , SINSSUATREFHREN FIRE, BEREH - M RSN ERFFRES
BHAMRER,




AWSHHFRTEBNIR 2EER
BB HavHE

[profile testers]

region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000

=E i U

BRE . SSO-session

EWHENITRA : [sso-session my-sso]

Hsso-sessionP XENIToE —HiZE , A TR EESMHTAE B XHFAWSEREFEHAAWS IAM Identity
Center, BXEEEQ %%%ﬁ?ﬁu‘tﬂ’]ﬁ%t% , BB FIAM ldentity Center HHRIE (p. 9)e MARE
245 Slsso-sessionBBEN DR , EPsso-sessionZRHARN B Fsso-sessionZ o 2E , 5l

flsso-session = <name-of-sso-session-section>,

LU RGIE B 7 EHIE B X HFAWS” B EIESampleRole“# A “my-sso” A5 M “111122223333” Ik = e
PEH 1AM A, “my-sso’sso-session#Bo 5| AfEprofileREH D REMsso-sessionfAk,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

=z o 2 U
BTx< : services

EPFENITRH : [services dev]
Note

E’Jserv1cesnBﬁiﬁHE’(%ﬁEE’J“ BEX , HENESESUEEN SOKMTEFTH, BEER
&) SDK BRE R AMERALLIIEE |, 55 IFﬂ'—‘?Z%{&‘AWSSDKS (p. 55 AT HERSHL KT Ko

HservicesBAENTHE —AIRE , ATHEBREBENLIRTRAWS RFER, MABROHEE
FlservicesiIRBEEN D E , ﬁqﬂseruceSE{’FE’ﬁﬁwﬁﬂﬁ-?—serv1ces%|3 218 , flillservices =

<name-of-services-section>,

MservicesFH o BEUTAHARH—FS o/ DTT<SERVICE> = %& , BPE <SERVICE>RAWS BREIMAFH
., WAWS REIMAFTET APl 8 serviceId A TG BRFAEERHGRMEEZR/NE, BEXEEF
FRANFIERSMAFZRANSIRservices® D , BSARZE TR LHNIRIRET (p. 56)0 BREFIRIAFER
HEERHRERE  SMEBEEHCWITL , BHFEANE

DTFRBIER TservicesEXBBLRHT R , FHEHMNATEAF &K HERAmMazon DynamoDBAES .
#"local-dynamodb" serv1cesnl3 5| AfEprofileREM T BifEMservicestArt, WAWS RFHRIR
ﬁ%’%%ﬂmdynamodbo #Amazon DynamoDBR /N 1T MK B FF #idynamodb = ?E’EEEE’\JE’:@%%&?‘T%B
aERZNTHR , HERATIZRS.

[profile dev]
services = local-dynamodb

[services local-dynamodb]
dynamodb =
endpoint_url = http://localhost:8000

BEXEENLRTREENESFER  BEREETRFHNWART R (p. 52).
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B#MNlcredentialsXHBEE S HEconfigfle , RREMABRBIO TRUBFAF kprofile, EHE
SZEXFEAE—NEREXHEHRES,

[dev]
..settings...

BREN—/PBIEENMETFEEcredentials X, BE , RAEBLET AN N HBRE ,
fFlaniERIZ4A ID MZEE, AEEPSINRENNEFHEA T REUNEEFEEcredential s3XHEHN
fEconfigdt,

UTREIERT —MNEEWRPlcredentialsia a X [default ]I MNAEE. BIRE
Taws_access_key_id#laws_secret_access_key (p. 35)ZF/iZE.

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JIpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRINGEXAMPI

HEXHMEconfigfMcredential s

HEMAWS configflicredential sXHRAXXAY , RINER T T B AW THAERA . aws BBk
£’home SRt EH L#I SXHK,

1£ Linux #1 macOS Lt , XBEEERN~/.aws. 7 Windows £ , ©& %SUSERPROFILE%\.aws,

BIERS XHHI RN E B IR
Linux F macOS ~/.aws/config

~/.aws/credentials
Windows %USERPROFILES%\.aws\config

%USERPROFILE%\.aws\credentials

— M /BARERXARENRNBEERD B , ARRBEFAXNRNBES R , BIRINFLE

(FAE¥A ) HOMEFRRE B

( Windows ¥ #& ) USERPROFILE¥REZE

( Windows ¥ #& ) HOMEDRIVERNEZ £ | ﬂuEﬂ:HOMEPATHﬂiﬁ £ ( 512$HOMEDRIVE$HOMEPATH)
. (B SDKHIETiE ) BET SOK R EN EHREMBITHBREE

oo

MRTEEMNE , WRERRNALEETHFPHEB R ( flfi~username/) , ERWHENTIBERVAFEN
FHx (HlI/home/username/ . aws/config).

FUUX & ERIANE -
ALRENTHETE  XEXHNUERETMRIAMEERNBENLE :
« configM#REZLE : AWS_CONFIG_FILE
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HEEE

« credentialsX/¥FEZEE | AWS_SHARED_CREDENTIALS_FILE

Linux/macOS

BA L BEIETU T RIEEEMAEH OE Linux 3 macOS LiE{THH.

$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name
$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/credentials-
file-name

Windows

BB BT T i RIEEH b BsetxWindows EHIE T,

C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name
C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

=] +

ﬂ%ﬁﬂgi%
HETERATE—EEREETMAMEIENFE  EERERAS N — N DR EE IR E RN EIAE
B K BETESCREH. BXRAZH SDK IEFENHRETEIR  BSRHRETENR (p. 21).
ST 9 48 4 I P

- MREFEARBTERIEETRE , W HBEENAZE B X4 MENEFEAWS
configMcredentialsXf.

- MREBEIEA LNSBREEREAWS CLIHHT , EQBSHENIREEIREXHPREXHHH
FAE,

MARIENERE

THHRAINBEMAAUNRNAFRERZEE,

Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_DEFAULT_REGION=us-west-2

REAFELXBLFLERANE , EF Shell 2FERVEFN R ZERBRENHME, BIHE shell B
BMAPRETE  JEEEERKNEFRETH,

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

C:\> setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

C:\> setx

AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy...truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_DEFAULT_REGION us-west-2



https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx

AWSHHTRTEBNIER SEER
TRFHHREERE

FEAsetBERENELE , BERYH G SR EERZACANE , IEEINCFHEERENHE
B, FAsetxBERENETE  AFREIm P RRAFAENETEGSRENMEGTRERETS
EHEANE. EF FMESTZHTHNELXETHEAMES shell,

PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"

PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
PS C:

\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk"
PS C:\> $Env:AWS_DEFAULT_REGION="us-west-2"

R ENFIAE T B 1% & JPowerShellprompt MBIEM RHIFTR , ERXEL S FNFLENBRREFZ
B, EHETEIREERMEREDRIETTPowerShell IS SR REAE , HHEARSHRIETE4E
R BE , BAILLAFIE R FKIREB LT EPowerShel i@ /&R N BN R K £ F K #H T4 EPowerShell
MNER, ESEPowerShell X THREXEHRETERESFECARTFRETENESEE,

RS HRIEZERE

MRIEFERATRSBREWHITIR , WEBEMRERNEEENET, RECHESR  BUUNEXLRS
PETHRBEATEANREREENLRAHRREE , KUTFRHE,.

Bl , AWS Lambda , fRATAE#HREFREE, BXFMAEE , BSHEEAAWS Lambdaifif 2
BAEAWS Lambdaff % & #58.

EERSF/ERT , EBETUENATLERE SDK HiEEBserverless. ymlIRIRE FHRHAERNR
THX#. AXfEEserverless.ymlX# , BSHEN N REELRSFERIE P,

T EBERABHIFERRETRFIRELEE  HE-LEXEHRHRRE , fIWHE Lambda LIZFKHTEE LAY
EIRNRERE, BELERNSERANSRENEAXXY , MBENTLEREREBURRRFEEMARS,



https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime

AWSEHAHFATRGNTR SEEHE
AWS ¥ % ID

B 556 90E F i/ (9]

B ELNRERMARTHDRIENAWSHIRE 2 — B RBIFAWS RS, SR LURHR T R RE
BNAWSHUAEHN AR REER , EATURT IR MAWSE R BT R,

A iE(TH RIS EY & A IR ( RFEAWS)

+ IAM Identity Center A RIE (p. 9— EFNLZEHKEXER , RKATBIUEHAAWS OrganizationsfE
IAM B4 0EEFTE AW RIBRAWS K. #RATEAE 612 B 7 AWS IAM Identity Center, £ #
3 Active Directory. {1 SAML 2.0 & {31247 (IdP) , Si& B IUFIREY IdP BEXx & BIAWS KR, BERE
ERRENEXESRXE IAM EHHL0 |, ESFAWS IAM Identity Centert& i 51 51 # #£ Amazon Web
Services —fi§& &,

+ 1AM Roles Anywhere (p. 12)— & BAfE IAM Roles Anywhere £ IAM F R EADZITHRSS. &
BMNARFZEIEASRIUIGN ZLIEBAWS, BEEEAHAER IAM A6 |, 1 THEARSAER
X.509 if$,

« At S HBIEL N (p. 13)— EMAIREEF AL ER A 5EE SN R XL ETAWSH IR,

EFETHRBN S HARILETAWSIRE
o RIS EC2 SEFIER IAM & (p. 16)— {E/ IAM B &% Amazon EC2 3E4l £ &4 #hiz 1T 1 K
EF.
o BALIBEEHREAFREZREAWSES U THREA IAM 450
+ FAAWS CloudShellZiz{TAWS CLIRBEZHI AT S,
« fFAAWS Cloud9FF tAmIEAWSE B £ R T X IR 48 (IDE)AWSHE IR,
s ERHANRBGFAARHRET=WIMEZR , FEZRFEHIL D CodeCatalyst,

BEXTHEENESER
HIAM AP EESE N TEXRL 2B RNESAWSHIR :

< IAM 54 (AP, AREANES ) — THSONERMIRAWS,
« IAM AR Z2 BEXE— FTRNEERN TS EUAWSHREU T R4#ITHRIETEHLBEL,

#IAmazon Web Services —fix5Z EF U T EAL AR -
o TEAIREBIRHAWSIER— FFR1RE A MEREF RN BETMEER XK,

AWS t9#E# ID

fRIVAWS WEE IDETMAEAENAWS IKFETRECKAEREELE, ER—DPAWS KPP THEEHR
AWSHZBIZN B RANXERREMR T LB R , BHAWS HEE IDRERREN —MME, RALLARY
K-S & FAWS HEH IDEEFF A E TEMRS |, 50T 57 CodeWhispererFl il & #rCodeCatalysto

- FABEFZAWS WEE IDEAWS BFAFER— I NANBRMERAAWS HEE IDH THERS DR
HBRNE,

o FER#ITEHRIECodeWhispererMAWS Toolkit-4 F 85 IDTECodeWhisperer A P igm— T R a{a 4%
CodeWhispererff FHAWS ¥ % ID.



https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/
https://docs.aws.amazon.com/cloud9/latest/user-guide/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
http://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.aws.amazon.com/codewhisperer/latest/userguide/codewhisperer-auth.html#codewhisperer-auth-builder-id

AWSHHF AT EGNIE 3EER
IAM Identity Center & 33

+ CodeCatalyst#2-AWS ##E & IDFEI S #CodeCatalyst i FigRE— 7 @ ifAlf CodeCatalystfE FHAWS
¥E%& D,

IAM Identity Center 5 1338 1iF

AWS |AM Identity Center2 £ IEAWSITE RS E#1TH A HENIRBAWSEIEN H %, Fla0, XF3EA
FENATFEHE, MREEEFEAENLD#H#HM4ITER (Amazon EC2) AWS Cloud9 5 Amazon EC2
ZENAWSERBITH L , RINBWEMNZRSIKREGEH

fEA IAM B 147 f OB B 4mAE 15 R AR
PR 1 BRIV R AR IR R 40 R A AR PR EE

BEET S EE 2 —RFEERN AWS &,
8 AR EIS IAM Identity Center ¥ 3 15 [7] £ FR

HHER (AWS IAM Identity Center A EE) BIATHEVBEERIRIE, IR XHF IAM Identity Center , B2
BRI I0E S BRARUREE

s WTFSE6-CIBNAKENBENNEE, MRIFECHEFCAHENGEBENNRE , BNEFEHT
EMXH PowerUserAccess X[R&,

EBHMPHEHFEFXUESE Adninistrator 5 PowerUserAccess B AWS KPRk, EFERAF XTI
Btk PowerUserAccess, XA A BRI BXREREHENFMAESE,

REBESRNETETENKI S HIEMER (5120 Azure AD = Okta ) 3R1EX AWS #9115 R FLFR

B HARUENIIFER AWS, NRZNEZEE R SEEET PowerUserAccess ( FRAR ) R,
EREIEERIFEN AWS K RENNRE, EENNRERNEDL , TUBINEXERAEZNBREFS
R UARTE 5 2T 8] K P Y IE T

BENEUAHEATETRNER , fINTRANNBREZ. NRETHEEEABMURE , BFHRR ITH
INYESE:13: 8

REeBSEXTEEN AWS HETFREX AWS #9175 B4R

B AWS BRI FPERE AWS, MREBHNEER B MERE T PowerUserAccess ( FAAR ) R,
BHFRNEERIARN AWS IKFHMEHRRE. EENNBRERHSD , TUAFRAERFERAEZNREFD
B LURTE A R U5 RIK P B9 I T

REBEIBNEZTEENRSBENL S HIRMBIREX AWS K7 R PR

BEAREY IT FRALAT RABD,

SR2  BERHARIEIMITELUER IAM 40

1. EFXRITENLE , REZHMHAWS CLI, iFSFEAWS Command Line Interface A #EMAWS CLIF
WL EREFHRIFRAEN, EAILEAAWS CLIREBMEF IAM A HAHEITTF,

(W% ) ERIEEBAWS CLIEEETT , BHAG SR IFH21TiZaws --versionmfo
FEAWSTHETFF , ERATHEONRE , A EETTITRERHRIEE,

£ RIER NEEP , REZLHRERZIER macOS M Linux 3 Windows.

1%£3% 1AM Identity Center MiEH A AR T — S ArERISSO Start URLHMSSO RegionfE,

Al



https://docs.aws.amazon.com/codecatalyst/latest/userguide/concepts.html#sign-in-concept
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

AWSHHEFATIEGNIE &£
T 1AM 54505 5 1IE

6. EBEFZ=1Taws configure sso@m® , fEAMaws configure ssoS B EERWEEXH. AWS
CLIHTERE , WABEL—ShINENEEE.

a. XWFCLIREXHABN , RNBINEEFF B A4, BXRNAEEIFRIN(ERE ) BEXH
REXBRIBETENER , BSREBEXH (p. 2)
b. iZaws configure sso@mFIEAILEEF IAM Identity Center 1581~ HFFEH BT &F,
c. HE A6 LUUFHUBUERE, AxconfigHiRE , HSHIAM B h O EIRRE
7 (p. 32)o
7. (W& ) EPAWS CLI, BidiEfTaws sts get-caller-identity@mSHINED2FEFH. MR
SREEEN IAM BB ORRE,
8. MRMEFHEAMWE SAWS DK , BELNF XIFEF N SDK SIBNAREF.

a. XNTFELEHEGEFEATES, E£46£H IAM Identity Center HA3IEZ BT , SSOOIDCAANG E &4
(BlEnSSOF ) AMBIEHNRAREF, BXHFAGE , FSHENEE SDK.

b. WRHEZHEE TXNEHEREBAWS , EEELRNLEZAWScredential s 2B EM EIMR
BRAWS 1581 24 (p. 35). MITFEIERMELE (p. 23) R EIF , ERHFARXIEQRTESE
A 1AM Identity Center WEH 2 A , AT BERETE RS+

ERAT#H SDK M T EMAERLEBERMFIHERE , BSH T # 1AM 55505 HKIE (p. 10). &
RERBENSENE , ENHRARNRELFIH , SDK RTEFER FHBIEHEIR,

EEFENBARFHEITFLE , AWS CLIEEAZETaws sso loginfif. BATENXL
KPowerUserAccesstX[RE&E A RELHEHNE T AIEBNEMNIRE , SR N A REXBENR.

WA LAEK IAM Identity Center TR S EHFLEN B NN RESFFLEMNE. XSEKESEEEBRFY
BRZIETRBHAE,. AWS CLIEXEZFEELE , i55H AWS IAM Identity Center A $E/ FHIMTE
o

* 1AM Identity Center £ 515420t E — L&A AWSTH TP S5 FE AT
- NRELFERFENE-RE S FIFENE

T 1AM B R0 55Ut
FH 1AM BB OEER

AR ARIBE AT B T B L FRORIZMNE BAWS IAM Identity Center, X FHEAF —E &GS , AWSSDK
API B XX #4fE AR B #5 IAM Identity Center FE., HEH N FZLREHE,

TRERTERBMZBENXZR,

IAM &3 0EFR SDK API & iR

45 Sso RECEWRAWSE Q&R , B
HFEERBBH , ssoAPI
BZENEREEERES. B
XEZEEL , BSHAWS IAM
Identity Center i 38R 19 1AM

SHPLERSE,
IAM & 3 s ME S & RATEEREREFZNEFA,

EEEHA
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https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html#renamed
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html#renamed

AWSHHEFATIEGNIE &£
T 1AM 54505 5 1IE

IAM & 45 /0E R SDK API & HiR

AWST5 7] Mk &8 1AM B A7 A
KPR ER ML, 5
fhttps://

XXX.awsapps.com/start, &
£/ 1AM 5B R OBFEIERF

[ A
IAM 3O E R P &FE HHRRIEXE A EREFIEE B RS,
NREXTE BUHFRITEGARATHITE

AR 1AM £AWS BRSE. EIELE
KifitH , RAEKFICHE
REH “BEBLE

N PREFZIE AWSHEIE SDK =FRA T RAEHAWS RF
A (55 =2ME sigvd AWS
sigv4 ik % AR ) WEIT, £FERTE
F, (RATREL B B THRIRBFR
R BEIER,

IAM B 15 TR S SSO FiERHH IAEREGIES |, BIaniR #L3hRER
KRHER,

T B SDK =TI AWS ARSS

IAM &350 APl 58 E S EEIERIRR sigvd iEF. KZEAWS RS E 2 sigv4 API , {BHH — L4
4\, tbanAmazon CodeWhispererfl, Amazon CodeCataIystl«}\TW@?LTELAWS IAM Identity Center
iﬁk%ﬁf“ﬁﬁfif’ﬁﬁAWS R &5 18 A B S FR AT TR AR

BIIAWSHE[TF&E

- FASNEREZAEFREZIRE.
- f£MA AWS Command Line Interface (AWS CLI) FfJaws sso loginfif., MREBEEEFIXITE,
XFE— N IAM B RO RTE,
- BEFEN , £ UWEISRE 1AM Identity Center B RIFT S IR H RS, AWS CLIE&ERFNA RS
MEMRIFSHEER SSO &7 JSON X , HEHARKHEF AT ESFERA.

- MRBEZF-—NEFHRE , WiZAWS CLIGSHEESERAINELE , HESENELELIHNEH,. E
T IN{AIIZ & IAM Identity Center iERAT K | BEEASEETNRERSAWSHES 2 ﬁE’JAWS
IAM Identity Centeri&£z Al

s RALENKEEKRE 90 X , UHDHEEZHER

SDK #n{al3k ERAWS RSB iE &

HEBABMNRESEHLEF IR RAWS ARSETS , SDK R4 TH R, FHEAWSconfigXHHIEERE
XAHFELE R IAM Identity Center ZiEEATRT | FHEFH IAM Identity Center Sk 4T B 2 FHiE$,

- HEEFES RS, FIEBTEEREETR TR,

EERA IAM 0 H0 R [RERK R sigva API IES , REF R TEBEA IAM 5405075 17 5 EIRE IAM
RiF, I IAM KEHRANRESRE , ©EIEE IAM BE R BT & TESWAWSTHHRE.

« NRELFIFLEAES IAM Identity Center &1EIF4E AR I IRE/ .

11


https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain

AWSHHFATIEGNIE 2EEE
IAM Roles Anywhere

- BYROARERRELTEENE , FSHAWS IAM [dentity Center i ISR i8 B & E 4N
.

« EEER , RS S AWS DK API X, REREAWSHTERE i #50 FEIEM sigv4 Fi,

ST A& T ESH IAM Identity Center API getRoleCredentialsf i A SIREINREILH, HHEFAITES
&P IR REAZRARN IAM BEKBHAAWS RS , fla0ik Amazon S3 FIH &K~ R . TR
ELFRRCE , FRHNRALERX LN REESEHSHEZIT.

A& HA R
fEARTSSO DIFIRMEEE (p. 32) , FHEARIH I &3 RIHM IAM Identity Center FRERHY 5/ i 51
HHE.

« MRIFETHEE SDK ZAEAN S H , SDK F6E /A RIH &= XK 15 E S M. 1AM F 14550
LSFRIFTESERN IAM ZHHROH RS 2EFENE#THER. MRBFHFSERTH | IAM Identity
Center £/ 5 — N ) & MR T8 B

- WIFRTHEATATRFAEE RN NRESE , WA TETHESROERE.

B2 , 7R IAM Identity Center i5[A [ TF2FESH , WFRERFHFHIHRTHE. Rt , TELITNRER
SZntE, SYMEEFENEFPRELERKERNN , ERAXH ( ARHEREBERNEXKX)

1£ 1AM Identity Center 2iFEHE , FACEFEF HNABEGLLIET S HRIF. XERAKREFNR
£, EEREEERNHESECE , EFNRBREERURFEF HHATRELRITTE,

BME2Z , Y SDK EEHHWRREZIEN , SDK 2 EH AR EFMAERNWIN AR HAFEHIXLEEIE, TR
HEEHWNHFEFW , EREHESHENAEEF K , XFEA. IRETFEEBRIERLER , MERGF AT
B34 H IAM Identity Center API SRIREVFTIEF . B AP, EEEHE T, MRBRSEESH ,
BT Rk T E SR RIS EEIRM IAM Identity Center BREIRERFTRY 7 B 5 8, G1RIER IAM B A0
BRINFEERSH , NaBEFaE,

|IAM Roles Anywhere

EELAEA IAM Roles Anywhere 1 IAM AR EAEZETHRS . AETNARFE I EATREIGNE
SIEBAWS, BEEF[AbEER IAM A8 , BN IEARSIAFER X509 EH, BHNEEERNEMRAE
P AFL |, LUEF IAM B E R EIERERE Anywhere,

SR BERFEEE IAM A6

IAM Roles Anywhere $2f#t 7 —FhIRERE A ERZ 1T THEAB IR BH IEEHEB R T EAWS, SIEHMEN
F32 S AR H DUREURBR Y IAM B8 HIREHER, ZASRELSENHRIDET IAM ASHTH BRI ,
B TERSREENNR,

BXREGEHEK. IAM AEH IAM ACRBLATARENHNSR , BESAEHUEEEENNMARRE
AWS Identity and Access Managementf &4k Al ILIE A FE IAM B A FiEE.

Note

—NEBELLTE IAM BEAFIEREENR IAM Roles Anywhere RS HH — MRS, ©S
HEHRWADMANFEBTHXKAWS configX .

Eo% : FERPEER IAM AR

EM IAM Roles Anywhere 3REUIGES R £UE$S , i H IAM Roles Anywhere W EIEHBBTE, FiET
BT IAM AEHNEE RE Anywhere,

12


https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_GetRoleCredentials.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/getting-started.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/getting-started.html

AWSHHFTRTEBNIER 2EER
Hit S HRiEA =

BXTHELERBIENEE , FSAMNREUGR Z2IEFHAWS Identity and Access Management & & a4k
ARETATE IAM AAFER.

FRAXEA IAM BEHNIRZLIER AnywhereAWSHE 4T & T EGRMAWS CLI , #RE]LAEL
Ecredential_processTEHEHRIZBAWS configXtr. BH4HF AT ESMAWS CLIZEFERREEIE
R credential_processH#{THARIE, TEHERTEREN — MM credential _process,

credential_process = [path to helper tool] [command] [--parameterl value] [--
parameter2 value] [...]

Mcredential-processhelper TEN S RIRESRAMNIRE JSON # 0 IF &1 E
;gedential_processiﬁlﬁo BEE P EMEEERE , B REBHEETNL, ZHPEEUT
+ private-key— ZEBERMAFMERZR,

+ certificate— IEHHEE,

« role-arn— ERNHREUGFEBHNAEH ARN,

« profile-arn— NIEEACRUMHFHVE B XHH ARN,

+ trust-anchor-arn— AFT#HTHGRIENETERN ARN,

TN EEERNRMIEBMFIS, FTE= ARN EH AT UMFEFHIAWS Management Console, AT R4l
ERTHENconfighilEN B T ER RIS FEIER X 4.

[profile dev]

credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-

arn arn:aws:iam::account:role/ROLE_ID

BEXAESHMEMBBTENFMAES , FSEIAM AEFEAL A W EEEF EGitHub,
X SDKBEEREXRAFNRESIREHEFNEIAEE  BSAREEIFEMERS (p. 30)EAEREH,

Hth & AT
{5 A 2 R E

BINBWEEEZMEAN SDK I EIAM Identity Center HGWIE (p. ) AEEK 2 1ERRE A EE T
BR , BEERE SDK FTENIKFHES , BSHEREHTIEH#ITEHRIE (p. 14)

€ A HAIEF

Warning

ATEBRRENE , EFEATARGROBEESREN , E2EA IAM AR#HITEHARIE, M2
AS SR RHUBNERE ZBRIE , §120 AWS IAM Identity Center

BB XS5 RRAWS K

ERRERESE , BRINBWERHAWS OrganizationsfEA IAM BB OB EBFTE ARG RINEAWS KF.
BXEZER ,BESH (AM AFERE) 9/ IAM R KEXRE,
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https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html
https://github.com/aws/rolesanywhere-credential-helper#readme
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWSHHTFTRTEBNIER 2EER
TR

YRTTLATE IAM Identity Center FBIZ2 A , AR Active Directory , £ SAML 2.0 B3R ER (IdP) |
=NE BMFIRE 1dP BXEEIAWS K, REP—FS5% , BN AFRERSE SERAR, SRS
WITZRESHRIE (MFA) , FFIRHEREATFAWS P ER, X5 IAM AFRRE , BER—aUHAE
WEEES , ATeELENEN T2 RNBRAWSEIR,

NADEREMNE IAM AF

MREEHFAWS , RERTUGIE - IAM AP RERACRKESTHEHRRMTLAWSHARE, £FT
AT AIXFEIE |, ERNBUEBEEDRIREZINER,

NFUTRSG, FRER IAM B TR BELHAWS:

.« FIRERIRNAWSSDK T EH #HITRRAWS RSEDEHREF,
« ERFEIN—FD , STUHUEE, FLAIEEFXFAISERRERNEILRE,

MREEXLERBIZHER IAM AP |, 1BEEE IAM Identity Center S &K & 3 REBHEKR S FAWS K~
RiR. BREZER , BRI S HHEAWS,

Z& IAM A PG R 240

BRIZERRKR IAM AP RZR, REPHNESHITRERRIEAZHAEIAM AFER. IREANES
TILHETEN IAM AP HRZES | BREEHNTTREA,

IAM ARG B B4R FHEERZNAWS credential sA it B LW X H. EDF IAM AP B EZEARF
EEENARBT, BOETMRABEERGPIEEN IAM AR HRZRANEEN . ABTE , SlmFF
RIE git-T % |, AIAFBISRR TP HHRERRRE Git #E, BXEZES  HZHIAM 54 (A
P APANAS ) #IAM AFERE.

EiRE IAM AFUFFHRER |, B3R EAKEEIEHTEHRIE (p. 15).

> N 77— A >
FHEEERITE ORI
BRNEBWEHEBEFE AR SDK T EIAM Identity Center SR IIE (p. 9) B A EK A IF LR AT AIE T,
B2 , BAUEFFER AWS R R EANIRELE, EXEERZIESHE , SEEEFFHEIL.
B EREBEXHPEAIGREIE , N HAERSEMHNTRETENE.
5 F M Fh 48 3R B Y 48 HAIE 1% B AU STHFAWS 7 /] [T

1. BEASERH,
2. EFEXHP , KT SAAFXA , ERMA R EFIE.

[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>

3. REFEEXMH. ZXH~/.aws/credential sSMEMZEFEE T ENAF X REF, WXHBE[EIA
MAERMRKIEERSENTBEE X , Il SDK T ERERZEE X,

4. BFEE AWS FEITF,

5 ERBUTHARTEREFIRFERBMNPES IAM AGIEBAWSIHREITF,

a. XNTHBHEARNSE 4, FEBRBRFENFELESRIERNEN IAM BEEFH. XMEENEFE
B PowerUserAccessEAFT kK&,
b. WFHEEHBINET7 L , BEBFIRPIABRIMBEHAWSEIE X ETHE HHNE.
6. NEHINEIIHRUERENAEcredentials X, NREFANE  NAZTEERNEEXH B
FrdefaultMARE . BHXHERELTFUTRAS.
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http://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials

AWSHHFTRTEBNIR 2EER
KHIED

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRINGE)

7. {R%F credentials X#.
X SDK BlERSEFHN , BFHRXEEREEFFEIATEMNER, ES] S5a FEEREN IAM BEH
RERE T M EIEN B AT E . REIFLEEN 12 /D,
ERNEESHE , EESR4 T 7,
> N, 7= A >
FRKHEIEHITEHORIE
Warning

ATBEZERE , EXFRXTARGRGBEESKEN , B2EH IAM AFR#TSHBRIE. M
AEEAEMENEE &MHRIE , f120 AWS IAM Identity Center,

WMRIEFER IAM AP ZTENMAE , UFARKRETHRETRTIESHTERERALE
AWScredentials XHHEKH IAM A FIEBHRTHBRIE, EF AM TFFHNLZEHEKXE , FRRE
EE 1AM 5 43 O E IR EHE P,

AXRIEPHNEBRESNER

Gz T

« BAEALKFREIELRAWSHE IR, XLEIE AT RAT 2 RAVKF 177 B,

s BOENARFXAFHRAFTELRNZAREREE. MREBXEM , WESHE LEF AR FRESE
HtplgR T, 2ARARBRIENXEK.

- FERVEARKEH I SRR/

« FEER , FEEHZEAWScredentialsXHHWFIERR AL XK X176

BEXRREEEZUNESIEE

BXRNALZEEBAWSIERH — NS , BSRFHEEAWST FFZHN ZESEAWS —FSE, RT
Wigzih , REEBUTILR

« EH IAM A EHTITDHEMAEERS (Amazon ECS) F5HES.
+ X 7E Amazon EC2 =6l LT N ARFER IAM B,

TR - BIEAWSHK

E&£A IAM BRI RAWSERS |, £FE—MAWSK S MAWSIES,

1. BE—-KF,

ERBAWSIKF , BSRA]  fREEXRAWSHEABE ? £ (AWS Account ManagementZ& 15
) ¥,

2. BIREEAR,

B ER G root Ak ((EOIENMMAKS ) KA ERRFHAEMERS. B, FERE IAM AFE
AP EREERS PR SIE - EEAPKS,

PIREEAFKFPHICRBEZHAREESE , BSLITERAFKSAEAERKS EREFR,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html#create-an-admin

AWSEHFATESNIE &K=
I 3#h EC2 A8 IAM A

AR BAESE LERTTRAWSHE LETHNARFAWS, FAREXE , EFECBESXLS
SHRAF. NREFIRSHBE. AXESEL , F20 (AM AFER) FHEASEN R,

&

w N~

o &

6.

15

1.

1 REER IAM B

ZR (AM BFER) TR IAM A/S (2H 8 ) SRRERCIE IAM AR,

o XNTFRERIED , EFEEMINREELL T @A EZA - 2ENR,

o RBEAITHAIESHEERFER Amazon S3 RFEN R~Hl. ERNARFIRMHX Amazon S3
KL RAR |, HEEEM T LA 8 AmazonS3FullAccess K&,

- B LAZREZS Y ANESR

HIR 2 . FREVER 5 0] 4R

/.

EIAM 2HaNSMERS  RERAF , RAEEREZHEAFHN User name,
EAPWIEL , GRR2FIERE. AT, EHRABAT , EFCIZHREHR.

NTRRBEBALSE 1, BEGTITRE (CL) REBRB, XHMEMERNZARERE , 75
AWS CLINE#F AT ET—EFEM.

NTRBERBRALSR 2, WALEREHERT —F,

NTRIRLEBRALSR 3, BETH.csv XALRFSEEM IAM A P15 B BA MR T R Z4A8
.csv X, HEERBRERER.

Warning

FREIANZLRERRPXEZIINE S,
%3 Done (EM)o

B3 BEfitEcredentialsX#

BIBRFTFHHZ AWS credentials X#. WXHTE Linux #l macOS R&E LR ~/.aws/
credentials , £ Windows £ %USERPROFILE%\.aws\credentials., BXEZEEL , BSHE
EX RS,

FUTXARARMBHE credentials XHH, FRH ID BERMRHZHEBERIBZIHTE. csviixX
HRHHE,

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

REEXH.

HZcredential sXHRFHEFBNREFAFR, SIIEAURENFEZE  BXRHERENSE
o, AWS T5RIE4A (p. 35)FS M. XR—FAMEE , BRMNBWERRITEES IAM Identity Center
HitplgeHE+H, FLEERAKBEIES i8N Zcredential s FMIBRIXLEZIE,

RN EC2 RHIEAR IAM A&

I R AT 4B AT iR B AWS Identity and Access Managementf & 275 Amazon S3 5[RIRER , T EZEE
Amazon EC2 LI N AR FHEA,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/credref/latest/refdocs/file-location.html
https://docs.aws.amazon.com/credref/latest/refdocs/file-location.html

AWSHHEFATIEGNIE &£
B2 IAM AT

NFLED@EEITERIS , tlE—N IAM B, REETFEH Amazon EC2 EHIFRIZARNNIRE, &
REZER , HSHILEH EC2 19 IAM BEBEZEAT Linux SEFIME D% EC2 AFERMELIL S# EC2
B 1AM AeEER T Windows SEFIM L L% EC2 AR,

t2lE IAM A&

BIZE— 1AM BELIZFI Amazon S3 By RV B FR,

1. BFRAWS Management Console , REE I AT MLITF IAM #2FIE : https://
console.aws.amazon.com/iam/,

ESMERT  GRAG  REEFCRASG,

NFEFAERE , TEAGKAERE , EBEAWS S,

THRAA , EFELD#H EC2, REEET—F,

XN TFARIR , EHERET D S3 RRFENBRMEREIIRF , REEET—F,

MABBHNEN , REEECEAG, BLEXMNETF , BN ZIRIE3) Amazon EC2 Xflet , (REFE

BMEF

Bohll 5 EC2 XHIHIEEEN IAM BT

B LEAT D EC2 2 AB3HA IAM ABKNIL D EC2 KHl,

BERAMNIHABEESER T Linux SEFIHTT S % EC2 A& EA T Windows SEHIRTE D% EC2 A
P&,

FERESFIZHREN , ERREXFFEMAEE, FIAM B | ERECHCIEN IAM A8, RIERTEX
ZERE.
Note

o0~ oeN

ZERVESERANERLANBAN I BHEESZRM.

B IAM 1 Amazon EC2 &8 , A SUNEH N ARFHETL D # EC2 4l , ZRFIRHEXN
Amazon S3 BRI EUABR .

E 2 EC2 L4

EZD EC2 XBI , UEBALIREINARFEMEZES , REETZNAERF. ZRESEATEIX
PIRY AR M FAE B 0 B 34 , BD PEM 3,

B R RPN ERSRITIIREE AT Linux SEHIMI Dk EC2 A ERI & A T Windows SEHIHY
ToE EC2 AFfER. HEEER , BRARS A LUE XXM X it ELE @ 2 EH K6,

MRIRFEHABNEAWSToolkit , BEFE AR T EQEZERSH, BXEZER , BSREFRERN
Toolkit BV 4SEA F 5/,

£ EC2 k4 21T ROIN AREF

1. FRRARERFXHEMNARBIES) 2R E HI 2R SR,

BRUOAF XA EREIEHSRGINEES | BSHERT Linux ST D EC2 AFEEHEEAT
Windows SEHIEYIE Dk EC2 A8/,

2. BHNABRFARIHZTERREEFRIUTEN LNERMEE.
3. (W) RINARFREMER IAM AGRMHKNIESR,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/iam-roles-for-amazon-ec2.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/launching-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/launching-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html#AccessingInstancesWindowsFileTransfer
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html#AccessingInstancesWindowsFileTransfer

AWSHHFTRTEBNIER 2EER
# EC2 Kl LizfT RBIMAERF

&% % AWS Management Console #3JFF Amazon EC2 ###I& ( https:/
console.aws.amazon.com/ec2/ ) o

BEXPIFBELSE IAM BE1T3 , KOIRE , Mi/ER IAM B,
BRETZNARFABATEER T RRER.
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https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/

AWSHHFTRTEBNIR 2EER
BIEBRSE R

BEENFORILERESS

o PRAECEIERER (p. 22)— BAKIERMHBESZ A SDK FRIRHEL.
 PRAE{LINEE (p. 37)— HEZA SDK HSSIE A REm AR (L,

REFRIEENREHEBETIESH APl. AWS BRFMMNATRINHT AP BAFMEN —LRETH , aF
SHORIE, BERTAE. At , BEFRTEGRAT RENRBKIRIA T ENERNEILE , 4P STUR
SEMAMRE  URRDAT£RRENE.

B RS T um

RTUREBARBTHRAWS B , SDK ABNMAIEGFERA—NEFPHEFIR. AWS RSHIN , 20
RIEWBFAREFEERR Amazon EC2 , MW N ARF 28|Z — Amazon EC2 BEF N KRR E1ZRS1E
H. RiE , BUUFERARSEFIERELXHIERAWS B, BEFEFHERIKREFTEN , HitESMAEE
EHERNEBIMNRSCUE—INFHEFE , HERATRANEEDR —RS X HER,

IREM LR

2RRERE T ASH SDK XFHEF Z¥M T, FIERHEBFMEMINEE. AWS IRSFTHE SDK
BE-RIHR (KR ) , ENREXERS (KRR )  UMERIL[HRENE. ATRREERHL
TRNFE

1. ERBAIRSEFHR S BN FRAE N EERL LT EMEMRE.

s BERBWMRESMREHTRE , tUREZENERANESMNREHITER. X FAWS CLIZ
AWS Tools for PowerShell , EMIRAZEG ST LA ANENMNRESHNER. XF SDK, EX 2B
AR AEESEHLAWS BREFEFFREEN RN REHERAAEN API FHEENSHOE R,

2. 4)&313 Java/Kotlin : BERfRE—NJVM REBMEZIREMERK, MR RETZE , UEAZEXRES
Uy o

3. REARE RETE, WRIEETZE , WEAZEREEEF K.

4. SDK R EHZcredentialsXfF , AEREHZconfigfh. MRFEZIKE , N SDK FERZE

B. AWS_PROFILEMEZ EHaws.profileREB M T FIEE SDK N BAE & X4

5 BEMFEMA SDK RBERSRENTMERIAE,

Note

MBconfig MY HEFEMEBEBECcredentialsXHMIRE , MfFEAcredential s
FHEMFRconfigX 4 FHIE,

Note

R SDK MITENZAIRFRIGEAFTE. ik , Bt SDK T EX X IFH MM AR RS BN
J53%. 5N, AWS SDK for NETX3FHH SDK Stor e WE AR, B> SDK 5 T EMARIZ M
BNEZELR , BSHBEEFERAN SDK T ENSEES.

PR EBRLE SRR, ML ZARETEM S Z. fln, MEBEHZconfigHFRETEE
X, MREESDKRIEEREHMNEZE , THEKIHEAZEEX . XERE , MER
TEcredentialsXHHHKRETIRE , MA&FRZEEMFARconfig PR E., MREFERREMNEE
BNRETE , v¥BHcredentialsMconfigXFrHMZiRE. & , £ MEE (AWS CLIGRTSEE
APl 28 ) IRBFHEENBEEZT TN EME.
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/sdk-store.html

AWSHHFAIESTHNIER 2EiE/H
ConfigM#iRESI&K

ConfigX iR E %Ik

TRAVNENREAMAIERZAWSconfigXhH o, EMNR2EEHRMEN ,

EEIFRA AAWS R

REAM HEER
api_versions EMEBIRE (p. 46)

aws_access_key_id

AWS} [H1 234 (p. 35)

aws_secret_access_k

eAWSTH R 248 (p. 35)

aws_session_token

AWSI7 B 248 (p. 35)

ca_bundle

EMBEEIRE (p. 46)

credential_process

FIEEULRER (p. 30)

credential_source

WEABEIIREE (p. 23)

defaults_mode

Eaef BEMIAE (p. 69)

duration_seconds

pEAGKIEREE (p. 23)

ec2_metadata_servic

elMDAP&IRE T (p. 28)

ec2_metadata_servic

el\nd & IRE (e8¢p. 28)

endpoint_discovery

_etmbBIeHl (p. 45)

endpoint_url

BETRSHLHET L (p. 52)

external_id

nEABKIEREE (p. 23)

ignore_configured_e

NEPE IR FHAKR iK1 = (p. 52)

max_attempts

EiH{1TH (p. 50)

metadata_service_nu

milla e iyt S5 51 7T 4 (p. 37)

metadata_service_ti

mBa# EC2 SEAITHIE (p. 37)

mfa_serial

BnEABKIERMEE (p. 23)

output

EAREIRE (p. 46)

parameter_validatio

nEMAEBIRE (p. 46)

region

AWS X1 (p. 41)

retry_mode

EiH1TH (p. 50)

role_arn

WEAGEITRMEE (p. 23)

role_session_name

pEAGKIEREE (p. 23)

s3_disable_multireg

iAmazon & ZB e 2 (p. 40)

s3_use_arn_region

Amazon S3 #EA R (p. 39)

source_profile

nEABKIERHEE (p. 23)
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AWSEHF AT EGNIE $EiEE
CredentialsXHiREFI &

RERWD

HAHARELR

sso_account_id

IAM B3 s /O EIEIRER (p. 32)

sso_region

IAM 5 45 AEUE R (p. 32)

sso_registration_sc

oped 5 4 F/OFIER AR (p. 32)

sso_role_name

IAM & 17 /O EIERR R (p. 32)

sso_start_url

IAM & 17 /O EIERR R (p. 32)

sts_regional_endpoi

nAW/S STSIK b & & (p. 43)

use_dualstack_endpo

iMEL A FIPS i &= (p. 44)

use_fips_endpoint

WA FIPS #2 (p. 44)

fiE A e FIERAE (p. 23)

web_identity_token_

Credentials X iRiESIER

TRAFIHMNRETUELZAWScredentialsXHF 2 E, ENRLRMEN , KIMEFHEAAWS RS,

RERW

HHRES

aws_access_key_id

AWSTi B 248 (p. 35)

aws_secret_access_k

eAWSTH R 248 (p. 35)

aws_session_token

AWSTF R 248 (p. 35)

HWREEIR

TRIHET KZH SDK IFNIMREE, TIIRLKMUN , FEIPFEAAWS RS,

REBN

HHER

AWS_ACCESS_KEY_ID

AWSH R 248 (p. 35)

AWS_CA_BUNDLE

EAEERE (p. 46)

AWS_CONFIG_FILE

HZcredentialsX#configMIXHHILE (p. 5)

AWS_CONTAINER_AUTHO!

RIZETIONZTOREp. 26)

AWS_CONTAINER_CREDE

NEEEIESIHB L EURL 26)

AWS_CONTAINER_CREDE

NSRS UREHATL YE 268 T

AWS_DEFAULTS_MODE

BRI ERRIME (p. 69)

AWS_EC2_METADATA_DI

SIABDSOEIE 2 447 (p. 28)

AWS_EC2_METADATA_SE

RWINE_ENDFIERT (p. 28)
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AWSHHTRTEBNIR 2EER
PRI R At

BEAM FMELS
AWS_EC2_METADATA_SERMINE SENDIEOERT (MOPEH

AWS_ENABLE_ENDPOINT_EAISCGOVERY 45)

AWS_ENDPOINT_URL BETRFHLIHT R (p. 52)

AWS_ENDPOINT_URL_<SERMEGERFZHLIHT R (p. 52)
AWS_IGNORE_CONFIGURES: ENDERERTLURES = (p. 52)
AWS_MAX_ATTEMPTS BT H (p. 50)

AWS_METADATA_SERVICEINg¥: ATEEPHSTEIE (p. 37)

AWS_METADATA_SERVICEIENE @O =45 T #dE (p. 37)

AWS_PROFILE HZconfigflcredentialsX#F (p. 2)
AWS_REGION AWS X1 (p. 41)
AWS_RETRY_MODE Eid1TH (p. 50)

AWS_S3_DISABLE_MULTIREGFON SOCEHR S FOINT $p. 40)

AWS_S3_USE_ARN_REGIOANmMazon S3 # A & (p. 39)

AWS_SECRET_ACCESS_KEXWS1 8] 2248 (p. 35)

AWS_SESSION_TOKEN | AWSifRIZE4R (p. 35)

AWS_SHARED_CREDENTIAESZETEEentials X configfXHMIE (p. 5)

AWS_STS_REGIONAL_ENDROINBISXigi{t L iw T & (p. 43)

AWS_USE_DUALSTACK_ENBREITNFIPS % & (p. 44)

AWS_USE_FIPS_ENDPOINWiZ#] FIPS i & (p. 44)

WREL IR AR

WEZEIRUBRFCRAENMHT —BNEBRIAE , HEET S SDK FLERN AR THE, HEZ/ SDK #1TH
B, XM —HMURETERZRNEWNE. MERESTUEREBIHES. BXEAER , FoRE
K45 E SDK API,

Important
FIEFTE SDK B EFARAME , EEXBFREBNINAAESE.

E3 ]
- FIUFRMEESE (p. 23)
- WEAGEIRME (p. 23)
- BREEEURMAE (p. 26)
+ IMDS ZiF 27 (p. 28)
- REZIREME (p. 30)
« 1AM B 15 AMEIER RS (p. 32)
« AWS 5 RIZ4A (p. 35)
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AWSHHFTRTEBNIR 2EER
FiERHEEE

ATIE ALyt

FiE SDK #E— K5 R ( SRR ) filezE , LERIFATRAEAXHERNEREIEAWS RBE. &

AEREILE , BROEFILE, XHREERBEHARAZTIEREERE. RES/) SDK FANTE%EETHE

B, EeiIBEEaEATRR :

o BAEIE ( HIWMAWS_ACCESS_KEY_ID), BXEZELR , HSRAWS 17 E %4 (p. 35) :

+ XE Web S5 HAWS Security Token Service(AWS STS), EXEZELR , FSRAMEA R EIFIRM
% (p. 23)o

« AWS IAM Identity Center ( BEXEZEE , H2 IAM B4 FOEIFRMERE (p. 32). )

o TSR ( HIZAWS_ROLE_ARN), BEXEZEL , BSRAMEAGEIIRMHEE (p. 23):

- ITo#HMARRS (LD# ECS) i+, BXESELR , FEHAHREIEREMER (p. 26) :

- BENEIIRMHEE, BXEZELR , FSAREEITREMER (p.30) :

s TE#HEMITER (L% EC2) EAIHEEXHIEH (IMDS ZiFiREE ) ., BXEZEL , HSHEIMDS
IR (p. 28) : E—

NFERHNEBNINSR , BESHIRREEN S L. ABHEENREBRENRSL , BRBEREEE (p. 6)F
FoHZEconfigflcredentialsXff (p. 2)e BEXEZEEL , BSH REWML LR (p. 19).

pEACKIEREE
RZRASFSRER AR TIHENIGNRZSIUEBAWSEEE AR T AT R RIR. X L8 I6 et IE B 1518 2
51D, BHRABHENZLSMAR. BE , FEECHKF P EAGREKF HRINR,

ETHAEX IAM ABHNESER  E2HAER IAM BEEIAM AFER.

ETHREXBIABGHNESEES , BSHAssumeRole EAWSR 2 GRS API 3%,
ERUT R AR B IEE

credential_source-#ZAWS configX#Higi&E

1£ Amazon EC2 LA AR HFER , ATHEE SDK A X T ETUEMLHRIERRABEHIEEN
HBNIEPHrole_arns .

BMIAME: &£

BHE :
« BE—EE SDKRTEATIHRELZBHRRRE
EAWS_ACCESS_KEY_IDFAWS_SECRET_ACCESS_KEY (p. 35),

+ Ec2InstanceMetadata— 1§ SDK R T EE A M i1 E| EC2 SEHIf & X 4H IAM A & LUERBURIE
$,

+ EcsContainer— 15 SDK S TEEFEAM INE| ECS &AM IAM A & LUREURIEH,

THER—BEEBXHFHRENHEE credential_source M source_profile,
£ a PR B IR Rl config XA AR B RSk BT L5 EC2 :

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:role/my-role-name

duration_seconds-3ZAWS config X fi%i&E

EEAGLENRAFENE (UWREN ),
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html

AWSHHFTRTEBNIR 2EER
RizAERHEE

RUREYHEEREAGH | KBS ERA,
ZRIAE : 3600 # ( —/IET)

BHE  ZENTEERTUM 900 (15 2% ) INACEBENRALEFFENERE (ZRKITUR
43200 B 12 /MBt) . BRESZEE , ESREEAGHNERASEREMNEZEEIAM AFER.

£ a PIREKIH T~blconfigX#:

duration_seconds = 43200

external_id-£ZAWS config W HFikiE
EEE=FATEEEFKFRRAA KM —IRIRAF,

HiEEREREXHEEETAGEZACHNETRBERMBEMEMEXternalld, ZERS
BExternalIdfEi#E AR S AssumeRol el B X 8 E A TRV IRAE,

ZRIAE : o
BERE  ESREBRET IR A A IDAWSIRMBAE=FH W HRREIAM AF iR,
1 a PIRE MR Rlconfig X

external_id = unique_value_assigned_by_3rd_party

mfa_serial-XZAWS configX#4igE
EERPEEFACHNMLFAFERANZRAZSHRIE (MFA) RENIRRSHFIIS,
EEEAGHN K NMRZAGHEEIRKITESEE MFA SHRIENFRMA | NN HET,
BIAE - &

BRE  ZETUREHREZENFSIS ( HIAGAHT12345678) , HEE L MFA RZ WL LB FIRE M
(ARN), X MFAWWEZER , BSHEES MFA RIFH AP T RISUREIAM AR

£ a PIRB K Rlconfigif:

mfa_serial = arn:aws:iam::123456789012:mfa/my-user-name

role_arn-2XZAWS configX#4i&E
EESEATITEMALE B X A4ERNVBEN IAM BEHNTDHFRET (ARN).
BINE : &
BWE : ZESMAE IAM AEBH ARN , KXW : arn:aws:iam: :account-id:role/role-name

A, BEBTIEE— A TRES :
» source_profile— R3S —MREXH , BTERENELEEX 4B ZAEHNER,

+ credential_source— AR Y ET EFRIEMEIESHH INE Amazon EC2 SLHIf B ST 4FER
Amazon ECS BE5EHI#9IEH,

1 a PIRE MR RAlconfig X

role_arn = arn:aws:iam::123456789012:role/my-role-name
source_profile = profile-name-with-user-that-can-assume-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html

AWSHHFTRTEBNIR 2EER
RizAERHEE

role_arn = arn:aws:iam::123456789012:role/my-role-name
credential_source = Ec2InstanceMetadata

role_session_name-EZAWS config ik E
EEEMMIACSENEN. LEMRERESHSEXBKNSZE K AWS CloudTrail AEH,
RIAE . —NUESH, NRETRERE , WEREXHETIACHLBHERLRTFR .

BME : RftARoleSessionNameSHHAWS CLIFRZ HAssumeRol el E ( R
AssumeRoleWithWebIdentityi®fE ) RERE, ZERAETUEHNRABRAF Amazon &R
Z# (ARN) 9 —%5 , #ERACloudTraillbE & XA AN IREN BERE,

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.

£ a PIREKIH RblconfigX#4:

role_session_name = my-role-session-name

source_profile-}ZAWS config X #HigE

BER—IMREXH , EEERATRAMEBEENAG®role_arnERAEEXHFHRE.
ETHAZTHHEE 4R NMAEANAWS configflcredentialsX# , HSHAEH
Zconfig#lcredentialsX# (p. 2)o

MBELREENEENHERAAACEE XY , WEFERIFETSNAGUZTLBNEILE. 2 SDKEE
HEBRAERNEENXHN , ZEREFL, AEERS TIRHAWS CLIELAAWSAP|I BEBATFERKKH
—/hit, BRZEERK. BXEZELR , BSAAERENESSEIAM AFERM,
ZRIAE : o
BHE : AP ENHNBEEXHNEMRARN XA FRHEconfigMcredentials X, BEMTAIEE
—MErole_arnfE HaIH M ABERH,

Note

HiRBE R U E R credential_source, fRFEERIIEER
#Fsource_profilefcredential_sourcefER—MPMARR S,

EEREX4PIRELTE RA

[profile A]
source_profile = B
role_arn = arn:aws:iam::123456789012:role/RoleA

[profile B]
aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

web_identity_token_file-EZAWS config ik E
EESENRETHE SN SN IEESTIEN OAuth 2.0 IS E L OpenlD Connect ID & 71247,

iR E AR Web BRE FHRITRMHEHITEMARIE , FlINAI]K , Facebook , ARILE
# , BREABI, SDK HIFRETEMBU XHHNBHFHEIWebIdentityTokenH B
FAssumeRoleWithWebIdentity{TRE#FHTERE,

RMIANE : Eo

BHE  HEXARBENIMHE. ZXHXNTE S D RHEEERMN OAuth 2.0 HE SR
OpenID Connect =&,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
https://wikipedia.org/wiki/List_of_OAuth_providers
https://openid.net/developers/certified/
https://developers.google.com/identity/protocols/OAuth2
https://developers.facebook.com/docs/facebook-login/overview
https://login.amazon.com/
https://login.amazon.com/

AWSHHFTRTEBNIR 2EER

AeriRiie

£ a PIREMIH RBlconfigX #:

[profile web-identity]

role_arn=arn:aws:iam::123456789012:role/my-role-name
web_identity_token_file=/path/to/a/token

FAAWSSDKS

BUF SDK XA E#RAYSHEEMIRE |, BEEZERD BIAMER

SDK

AWS CLI v2
C+H+ HEFRTEE

EAT Go V2 1 SDK (1.x)
EAT Go 1.x 9 SDK (V1)
ERT Java #9 SDK 2.x

ERAT Java #J SDK 1.x

& A T JavaScript3.x

& A T JavaScript2.x

ERTNET3XxHFRIESA
EHRT PHP B SDK 3.x

SEA T Python #9 SDK (Boto3)

EAT Ruby 3.x #y SDK

AEREIERALrS

X FEREZER

£

S Ao

il

Ho

3z

I

ﬁj\

i 1

il

credential_source®XiF, duration_secondsFTx

., mfa_serialF*™xi#:,

mfa_serial *x#.

mfa_serial F*x#.

credential_sourcefx#,

AREIRUERNEFr AR LNARFNEIL, ZIIPEEFN T I HEMAEKESE (Amazon ECS) &
FIEEER. RMEFAIEGNZHEY GET ERMNEBEN HTTP IS NEiEH. ETHEX. WESE
B AWS_CONTAINER_CREDENTIALS_RELATIVE_URIEZE , TS NESH IAM A ET Iizhsd 4 R85

RS T RE LR,
ERUT R EE B IR

AWS_CONTAINER_CREDENTIALS_FULL_URI-¥EEE
BETEN HTTP MitiE R, #F R TAEGEERKIENER. XSFEHRMEN.

BIANE : &
BXE : BRH URL,
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html

AWSHHFTRTEBNIR 2EER
AeriRiie

R HIEBERENRIRBAWS_CONTAINER _CREDENTIALS RELATIVE URIFBREEUTHERTF
A{ERAAWS_CONTAINER_CREDENTIALS_RELATIVE_URIKRE.,

Linux/macOS BE &S TR EFMETEM RH :

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials

or

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI-IMEEE
8% SDK HFERZEIER EEAMMEI HTTP Mitix Ko
RIME : o
BRME : BRAEX URI

Linux/macOS BE &S TR EFMETEM RHI :

export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1

AWS_CONTAINER_AUTHORIZATION_TOKEN-SREZE &
MRIRETWEE , SDK FEARREENERE HTTP FR LRERNIRL.
BINE : o
BHE . Z/H#.

Linux/macOS BE &GS TREFETEMN RF :

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

# RAWSSDKS
LUF SDK X#EA W R TheEMIRE |, BiFEEH2FIMER :

SDK X FEARESER
b=

AWS CLI v2 =

C+H+ HHFRIER 2

ERAT Go V2 9 SDK (1.x) 2

EAT Go 1.x 9 SDK (V1) =

EH T Java B9 SDK 2.x b3

EAT Java B SDK 1.x =

& A FJavaScript3.x B
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/

AWSHHEFATIEGNIE &£
IMDS 127

SDK ¥ BERESER
b=

§& A FJavaScript2.x =

EATNET3IXWHARIEG =

&M T PHP #9 SDK 3.x =

EF T Python #J SDK (Boto3) &

EAT Ruby 3.x Ay SDK =

- E e

IMDS FiuF RS
S FEEAR RS (IMDS) IRIEAXEHEFINEE S ERAXEREREEREEEEESITHNES. &
RTABENESZER , FRAFTHENAFEEEERT Linux 2N S EC2 AFigmEAL LS
FTHEF A HIEEE B T Windows SR T5% EC2 B8/, Amazon EC2 124 7 — N At SL I B
PARMALHET S, ZRRTRUUNRFRESHER, NREZFAMMT AR , NeWRE‘— A ZAR
BERWEH, BT RTESUERZR[URBITER B —8 2 LB EIAF IR A EEE (p. 23). BRIA
FRAZRMITBERSFRA 2 (imdsv2) , XREALETHENEREM IMDS IRA&, IRBHTFAATERNER
( HTTP 45iR1X83 403, 404, 405) XM , MEA imdsvl ERER.
FRUTAEZERELLINEE
AWS_EC2_METADATA_DISABLED-IFEZE

ERZHAEATS#H EC2 Rt HIERS (IMDS) RIREVEF

ZRiA{E : false,

BME : true, false,
ec2_metadata_service_endpoint-2ZAWS config X HikE,
AWS_EC2_METADATA_SERVICE_ENDPOINT-}EZ =

IMDS HY 48355 =

ZIAE : MNRec2_metadata_service_endpoint_modeZFIPv4 , MIERIALIHT =
Fhttp://169.254.169.254, WMRec2_metadata_service_endpoint_modeZEFIPv6 , NIER
INLIRTT R Rhttp://[fd00:ec2::254],

BXE : BEMH URL,
ec2_metadata_service_endpoint_mode-Z£ZEAWS configXHikiE,
AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE-REZE

IMDS MY 4& 5T S,

BRINE : IPv4,

BE¥E : IPv4, IPV6,

Note

IMDS TRt ERE PN — o FILRAEEE (p. 23), BR , AEEARI DR HM LA
AelE , TN IMDSEIERHERITRE, FHit , MREHFEENEFERAURMEAIIES , W&
PMEEPHBREMARNTIIREEREAAMCEEH. XF , SERBTITIREEESD X
DB NMEHERE T HEREIL , FTUERBPERE IMDS RIERAENER. BTN EEZRSE
Fim et E R ERRERIR.
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https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2-instance-metadata.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2-instance-metadata.html

AWSHHEFATIEGNIE &£
IMDS 127

IMDS EFiEVZ £

RINBERT , SAWSHHAF AT EBRBEEEREIL , ZH4F AT EBHFZRAFEA Amazon EC2 3=t
BIERS (IMDS) R RIEBAWSAE®, TLUBETIRERZEALLITHAWS_EC2_METADATA_DISABLEDIRE
FTENtrue, XA LEFTAENMEIES , HIEE TAEHHE T Amazon EC2 KA THTE RS A TS
WX Z M,

Note
AWSTIRIXLRBWM , BB T HMEIUMN SDK B mEBT M IMDS K FREIE,
ZRAW S# EC2 IMDS EIEH A
MR B EEEBRATAEANBRERGURERETFEEFIRETE,
Linux A macOS
f£A Linux 3 macOS MIEF ATLERANU TR TIRELFREE

$ export AWS_EC2_METADATA_DISABLED=true

MBEFLEWRRBEES shell REMNREEFFREBLRE , M LLF LRy SR MEIEH shell B & X4
F , #iltn.bash_profile , .zsh_profile, 5.profile,

Windows

£/ Windows M B AIMMEAN TR B IRELIMEERE

$ set AWS_EC2_METADATA_DISABLED=true

MREHFLEWRBEBES shell 2EMREERHTRETE , WAMUKARTHES

$ setx AWS_EC2_METADATA_DISABLED=true

Note

Hsetx@i T AR ZENA T =50 shell 21F , Rt BFEEH MBREFHITIT shell FREFEERE
Mo

B2 #BAWSSDKS
BT SDK XRAT L AN DHEARE | B TEHH FIMDR -

SDK ¥ BERESER
b=

AWS CLI v2 =

C++ BHFRTES =

EAT Go V2 # SDK (1.x) =

EAT Go 1.x 8 SDK (V1) =

EAT Java B SDK 2.x =

EHA T Java B9 SDK 1.x 2
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/

AWSHHEFATIEGNIE &£

TERRAE
SDK X BERESFER
=1
& A F JavaScript3.x 2
& A FJavaScript2.x B
BEATNET3IxHARTEE (R
EAT PHP B9 SDK 3.x =
&M T Python 9 SDK (Boto3) £
E AT Ruby 3.x #J SDK =

2 (] ~ =] Je——

iR

SDK R 7 —#¥ R A E X AHINFIE R EEN S E.
Warning

TENME-—NABREBRMEREN T E. XUERER , HHFERTSE. WK, ML
BHMERRMAE, MREALED , WNBERconfigEAEATENRERENLZERESE
RUBEMEN M. WINEHWBEELEIETEREAEAMEMHZFERStdErr , EX SDK MAWS CLI
AUBIRMICRUXER , NMATRFERBARERRNNAF,

EAT A ERBE LI
credential_process-1tZAWS configXHi%E

EE SDK RTERRGETHNRG T , MERIRREFAWFHRIEZRE, ZIREEE SDK FiF
ANEF/GTHEN. 3 SDK BARIZHEN , E2EFHREN JSON BIEE Astdout, BEXREM
BFLANKBERNEREFEE. ZE2EE SDK X TEATXE#H T BRI ERE.

Note

REFEREEREPN -0 ZIEREESE p. 23), BR , AEEXRRIIPHNEAMIL MRS
2, FENRERIERMEH#ITRE, Rt , MREFEENEFERALRMEAES , WM4M
MEEPRIFREMERN T RHAENEAELMEEXH. HE , SEHABTIERAEERZ RN
BMREERD TAYELE , AOERDFEERERIIRHEENER. ETNEURRSE K
B B E R R RIR.

EERIUREFRRE
ZRENER— N THER  HEQSIEH SOK HF X T ARRAETNRFNBEE

s BEBENXHBRETEUTER : AZ, a-z, 0-9, EFFF (). TXEL (). AR (). ERMI (). REHT
(\) Fz=HE,

s MRRERIXHEBIEER , BUHTERRNXHFEANSIF (") Bk,

s MRSHEHRISHETEER , WANEIE ("") FizaEFRER, NEELXEHHE, MTE2ENE
PO

s TEEZFEFIEREMKRETE, il , TEEE$HOMEEA%SUSERPROFILES.

s FEFENHRIBERN~, * VAEETERERRELAIHFE, MREERANHE , RELZREEEN
X HRPERIZEFPATHRET S,

DT REERT EREREHRRBEEIETREconfigfE Linux/macOS £E&F#,
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
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AWSHHFTRITEBNIER 2EER
RERME

credential_process = "/path/to/credentials.sh" parameterWithoutSpaces "parameter with
spaces"

LT REERTEREZRERREZUEREconfigWindows £,

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces '"parameter with
spaces"

UE P12 FF B 3

SDK ZTEEXHFTEENGS , ARMRERHRDIEREE, TieRNAER-#HERERF K SEENS
SEBAIER JSON 3 HSTDOUTE LA B A Pt .

{

"Version": 1,

"AccessKeyId": "an AWS access key",

"SecretAccessKey": "your AWS secret access key",

"SessionToken": "the AWS session token for temporary credentials",

"Expiration": "RFC3339 timestamp for when the credentials expire"
}

Note

BEREAX A , Version B4AMTIRER 1. MEMBNZEWNERE , ZETELEM,
HWExpirationBHE—1 RFC3339 BRNNEZ, MRExpirationZT EMEEPTFEEY , SDK

RIFELERTLRHFHKBELE, BN , XETBFEARIGHED |, eNLSBSEFRETRATR
¥ﬁcredent1al_process’f£1fl:=|’3 BHA 2 BIATE R,

Note

SDK XML FBRERACERE -—HEFABRERILE. NRFEEF , WLARENPHBRRE
Mo

SEHRTUEBEBREAE , UERERREEN K EHR.
FABAWSSDKS
PR SDK i EHRM hEERIRE | BIEREH HISMER -

SDK X BEREZER
b=

AWS CLI v2 =]

C+H+ HHFRIER =

EAT Go V2 i SDK (1.x) =

ERT Go 1.x # SDK (V1) 2

EAT Java B SDK 2.x B

EAT Java B9 SDK 1.x 2

& A T JavaScript3.x 2
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/

AWSHHFTRTEBNIA 2EER

IAM 550 R4

SDK ¥ BERESER

b=
& B F JavaScript2.x =
EATNET3IXWHARIEG =
EAT PHP 3.x # SDK =
AT Python B9 SDK (Boto3) &
EAT Ruby 3.x Ay SDK =

N -~ E J——
IAM B4 OVEIEIRA RS
It B3 IEHLAIAWS IAM Identity Center i TIREURHI AT HY B 2 & 5 (SSO) HRIAWS BRENR.
Note
£ AWS SDK API X857 | IAM S0 EIFREEHH N SSO EiFRHE,

B A IAM Identity Center 5 , BB EHZEAWSconfig A HIGBEE W BB, hWEEXHHTE
3 IAM B FROFRINA, YA RIIES IAM Identity Center #{THMRIET , MFANESRESZA
FPREH IAM AR EHITER,. BT # SDK A ME E FREUGRHER HFEATFAWS BREER , 5
7 & 1AM B 505 HRIE (p. 10).

B configXHEE IAM BRHOLEFRREE

+ SSO THREMEEE (#E ) -FEN2EHREKERZ R,
- EEFARFHEE-REEEN/VIHRKE,

EXWHEETR , EHEEEXEIHNRENRZR.

EREBENLFERFENE , XHEHA SSO TERRERHEEFEE. AXQERENEANESER |, S
FJAWS IAM Identity Center i FIEE R BELEAWST 8] ] 7 £ iE LRI A,

UTHBEEIESEEX IAM FHFOHEMER

+ AWS IAM Identity Center Fi FF {57
+ AWS IAM Identity Center[ ] AP| &%

FTRF M
BHRTEB A IAM BH 0. BXEH IAM Identity Center BRI FMAELR | FHSHEAWS IAM Identity
Center AP IEREHHIAI T,

qE , FERBAEEFMIAM Identity Center FARRIE (p. 9) i BB TIRME, XLEHBRETZENES , N
/& A 1AM Identity Center ZISE LA E T RO B BEHZ configXHEE,

SSO T RMHREE

Note

EFRANCOELERE  BSETMNERaws configure ssolt SEEEHE B XHFAWS
CLI. AWS CLI
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/Welcome.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso

AWSHHEFATIEGNIE &£
IAM B 40 RS

HEMER SSO THREMMEER , £ AWS SDK X TELAFRFENLE , EREKNSENK (K
ZtX)o.

config X#H sso-session &% A TR SSO HRITHEHWEEZTE#HTHA , A5 AT A ARIRE
AWS Fif, BEXREXLconfigXHFPREINEZFMAEE , BSHEEXMHHHE (p. 3).

BEMN— sso-session o HFEHXKEBEE XM, BHIE sso-session P HIRE sso_region
# sso_start_url. B% , sso_role_nameiifEprofile# ik Esso_account_idHl , X
SDK F geiERAWSHEII,

Note

ERA T SDK M T EMAEAEEEAMNRINEE , 207 # AV 5B 050K
i (p. 10)

AT RORGEF A TESEERER IAM FHFLIER, EEXFEFTERIF.

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

BRI L EZ N sso-sessionBENHESEFAEE.,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

sso_account_idMBsso_role_name T 2FE SSO SEEEZ SRHLEN., MRENBARERF
MEAZRIFAWS RESEEEARIINEL , WFREEEZAWSEIL, BEEEARIIE—f HTTP
BERBITIAR , EHEAMISEESHNZ2SM, EXHERT , FFE sso_account_id
sso_role_name. BHSRENMANKT , AWS BREUBRETCREXIZTIER S EER,

SEAEEEE AN — 5% sso-session, {EMER— TR SIS AR/ E AP ik #IHEl, OAuth 2.0
BEANER—IRZNEE , HEAZNABRFABRNHRITENRTREFHEE, XETBEELTHE
SEME OIDC B HEBRBNNIRMEF R RN IFE S, BXXENHRSEERER , 558 (AWS
IAM Identity Center A 18R R IGFEE. T RAI&Esso_registration_scopes Ak~ MAER
R R,

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access
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https://docs.aws.amazon.com/singlesignon/latest/userguide/oidc-concept.html#scopes-oidc

AWSHHEFATIEGNIE &£
IAM B 40 RS

BRI SEEEFESI#E~/. aws/sso/cacheBET , XEBETFLEEBW.

15 8 B A o] bl L &

FRAEZENAURIFEEFAZIFEI BRI, RIEISSO SHEIEMHEEE (p. 32)3 A,
EEAIBRAIRFNEE , BXTNERENXHFFPEEATRE :

* sso_start_url
* sso_region

* sso_account_id
* sso_role_name

B LA MEMsso_start_urlflsso_regioniRENEEXHEEAFIIF. BHUE
Asso_account_idfMsso_role_nameiR & KigENR,

DT RflEconfig HFHiRE T MANAHEE,

[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

BSORIISEEFIRAE EMN~/.aws/sso/cacheBET , X#4EE Fsso_start_url,
IAM 54RO EIE R RE

FERLUTHEE B LI :

sso_start_url-ZEZAWSconfig X #ikE

EmRAL IAM S F 05 E 78 URL. X IAM Identity Center 5RINTFHEZEE |, BS
FAWS IAM Identity Center Al P35 EAAWSTHEEIT S,

EREMAE , FHITFF IAM Identity Center ##l & , EFERHEMR , AEKREAWSHEITF URL,
sso_region-#£EAWSconfigXHigiE

HEBAWS [ EREN IAM SHEOIPEH  ERREERA IAM 59502 HEBHKE. X5
ERMUAWSKITX , 1T SEAA R

AXAWS XEREARBHTEIIER , SR XIHLHET SAmazon Web Services — k&, B&E
HULE |, H3 I IAM Identity Center #2414 , EFE4EK , RAERIXE.

sso_account_id-£ZAWSconfig X #Hi&iE
&3 AWS Organizations RS FIMAWS I~ 8B T &R RIEMNEFE ID.

EEETAK, IR , EE1E IAM Identity Center #2518 HITFFAWS P TR E. & AEAWS IAM
Identity Centerl1F° APl &/ {EH ListAccountsAP| A EB A AKF SR, Hilw , HRAEA <5
RIKF” AWS CLI 173%,

sso_role_name-}EAWSconfig X #ikiE

R IAM BEEBHRRENET , ATELAFRERNNR, ZAGXAEFETAWS KFEEN
Hsso_account_id. FAABGEN , MARAGILIHERAEN (ARN).

MEREEFA IAM K H B E NRER , HEXL T AFNE D BRI ERERRBIAWS I,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://console.aws.amazon.com/singlesignon
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccounts.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-accounts.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-accounts.html

AWSHHEFATIEGNIE &£
AWS 7 8] 248

EEFFNTANRENFIRAWS IKF |, B E IAM Identity Center & & HITFFAWS IKF R, %
FAWS IKF REHHIHE EWENPRER TR, EIETTLIEER Port AWS IAM Identity Centeral APl &/
B ListAccountRolesAPI 752 &EE A ANXBRESIR, Hln , EATLLEHAAWS CLIJS Elist-account-roles,

sso_registration_scopes-}ZAWSconfigX#ig&E

ERNNESEEFRARNES2RYIR. sso-sessionSBERNFT IAM Identity Center IFHHE & T
BRLHTRWEE. EM IAM Identity Center RSP EREIRIFHHAE , sso:account:accessSMR
FRNEE. BXRZENHREEFEFTS |, HSFEAWS IAM Identity Center RIS IIERSEE. It
KETEATERFTIRFNESZ. FAIBREELXITHSE#sso:account::accesskRIRFHIEME
AEEE RN,

5 AWS SDK By A M
LU SDK Z#A W LA ThREMIRE |, B EZE 2 FINMER :

SDK X FEANEZER
b=

AWS CLI v2 =

EAT C++ B SDK =

EHAT Go V2 i SDK (1.x) =

ERT Go 1.x # SDK (V1) £

EHA T Java B SDK 2.x & credentialsM#HEXFREE.

EAT Java B SDK 1.x &

FEAT JavaScript 3.x WEHE4EF £

FEAT JavaScript 2x ) SDK &£

SEAT.NET 3.x #9 SDK =

EHA T PHP # SDK 3.x =

JEA T Python #9 SDK (Boto3) =2

EAT Ruby 3.x &Y SDK =

AWS 1 [7] 2 1A
Warning

ATBRRENE , EF A TARGROBEESKEN , E2EH IAM AFR#ITEARIE, M2
A5 5 RHUBNERS S HORIE , 5120 AWS IAM Identity Center

AWSIAM H #1518 2240 7T FERAWSIE . BWAWSSDK £ BaifEFIXEAWSH TXE API &
SREGEZIEAWS | XBEEH THEATHFH TS RIENAWSZ 2 EiE IR T REMBEE, BIBAHE
Faws_session_tokenEMiIEBERIGHH , SHEFEENR. TEWERKBPEIL,

Note

WRAWSTERIFIX LIGEHES , AWSTTBERFIEN BN , SHEHNTEABRT2ZEE
",
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html

AWSHHEFATIEGNIE &£
AWS 7 8] 248

HEMWAWS credential sSXHERFHERFERNHELE , RN CRLMUTHNARFREZZA , 8
5/\?-E’J SDK ﬁﬂilﬁEEﬁﬁﬁ’Jconflgi1¢o

ETHREZSHXEEAWSEINFEAGE RS , FSRAWSEZE2ENEE IAM AP 6B ZHAEIAM A
Fi8r,

ERNT AR B IEE

aws_access_key_id-#£ZAWS configX#ifiE, aws_access_key_id-#£ZAWS credentialsXX#
RE (#EHE ), AWS_ACCESS_KEY_ID-IRETE

EEAWST R ZARELERH -2 , BTHAFRTE BRI,

aws_secret_access_key-HZAWS configX#i%E, aws_secret_access_key-£ZAWS
credentials{#iEE (#EFFE ), AWS_SECRET_ACCESS_KEY-ShEZE

EEAWSERIES —I2 BTN AR #TSHRIENEHA.
aws_session_token-£ZAWS config X #i%iE, aws_session_token-£ZAWS credentials X
RE (HERE ), AWS_SESSION_TOKEN-IFEZE

?EE—¢AWS%1‘;§‘%}%EFH4’FEE:HE’J , ATHAF#THORIE, B2RILEENERDRERA
ABFMEENIGAIERH —8 2. /\ﬁﬁitjﬁbill"ﬂ‘fﬁé RN S FEQETHE, BR , RNEWUER
BAERIRN R RIES , ﬁ'ﬁ’l';e-lﬁiﬁlft:ﬁo BXRZL2EBW , BZHIAM FZ S HEREK,

BXWMREUXEENEA |, HSREAEHEIEHTEHRIE (p. 14),
EHREBEXELEBEMN RGconfigBEAcredential s3#:

[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAHOgNCAPy. . .truncated. . .zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Linux/macOS BE &S TR EFMETEM RHI :

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy . . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Windows BE S TIRBIMNETEMRA

setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE
setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
setx AWS_SESSION_TOKEN AQOEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk

#F BRAWSSDKS
LUT SDK X#EAT R ThEEMIRE |, BiFEZEH2BIMER :

SDK X BEREZER
¥
AWS CLI v2 =
C+H+BHFRTEE HEWconfigF XX H,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/

AWSHHFTRTEBNIER 2EER

PRE(LThRE
SDK X BEARESZER
=
EAT Go V2 # SDK (1.x) =
EAT Go 1.x B SDK (V1) =
EAT Java B SDK 2.x B
EH T Java B9 SDK 1.x 2
& A T JavaScript3.x =
& A FJavaScript2.x B
EATFNET3XHWALATES R TXFREXE,
EA T PHP B9 SDK 3.x =
&R T Python ) SDK (Boto3) | £
JEA T Ruby 3.x #9 SDK =

PRE{LThEE

TFE2UEEHRAELI —HNRINE , HEEWS SDK FUMEMN AN IE. HEZ/ SDK #HTHRIBE |, X
MRS THEXRNEHE, AEREBTUERBFRES  FHESHEHNEE SDKAPL

Important
FHIEFTE SDK X FAMEYRE , EETRYEFHNAMESH.

£
« Amazon EC2 Lt E3E (p. 37)
+ Amazon S3 AR (p. 39)
+ Amazon S3 ZXiF AR A (p. 40)
« AWS [Xig (p. 41)
. AWS STSKI{L &% & (p. 43)
« XA FIPS it (p. 44)
s BT REIA (p. 45)
« EAERBIRE (p. 46)
- IMDS B/ (p. 48)
« ER1T5 (p. 50)
- BETREHLET S (p. 52)
. BEEEBERIAME (p. 69)

Amazon EC2 24| T #iE

Amazon EC2 7354l E12E T —IE A EHI T HIERS IMDS) RS, ETHREXLKBRSNESER | &
SEEHITEIREFA AP EIEEER T Linux SEHIMTD# EC2 AFEEEALASAI A BENBA A HREEERT
Windows EHIIE S# EC2 AFER. =B REET IAM BEH Amazon EC2 SXHIKEHE , 53R6T
BIERSHNIEEETLLARZN,

ERNT A AR B IR
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2-instance-metadata.html

AWSHHEFATIEGNIE &£
Amazon EC2 £tz

metadata_service_num_attempts-£ZAWS config X #HiZiE,
AWS_METADATA_SERVICE_NUM_ATTEMPTS-}MEXZ =

IR B 18 TE 2 1M SR 4Bl 7T 3048 BR 5548 SR EUHE B AT o2 B 2 R 9 BOR B
ERAE ;1
BHE: KFRET 1 WEF,
metadata_service_timeout-£ZAWS configX#i%E, AWS_METADATA_SERVICE_TIMEOUT-IFEZE

=
EEZHEMKPITHIERS K RETEN BTN
BAIAE - 1
BRE: KTHET 1 BT,

EPIREIXEEN Rlconfigl #:

[default]
metadata_service_num_attempts=10
metadata_service_timeout=10

Linux/macOS BE GRS TREMETEMN RF

export AWS_METADATA_SERVICE_NUM_ATTEMPTS=10
export AWS_METADATA_SERVICE_TIMEOUT=10

Windows B & ST IREHIET B RA :

setx AWS_METADATA_SERVICE_NUM_ATTEMPTS 10
setx AWS_METADATA_SERVICE_TIMEOUT 10

FAAWSSDKS
AT SDK X#AR LHBMHAFMRE , BFEEH2 HINMER -

SDK X BARESER
=

AWS CLI v2 =

C+H+ BT RIES B

EAT Go V2 # SDK (1.x) =

EAT Go 1.x 8 SDK (V1) B

EAT Java B SDK 2.x &

ERTF Java #9 SDK 1.x %/B\ metadata_service_num_attemptsF X,
2

& A T JavaScript3.x &

& A FJavaScript2.x &
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/

AWSEHFATESNIE &K=
Amazon S3 EA R

SDK BEEHESER

53
%
EATNET3IXHWALARIEEG |&
ERT PHP #9 SDK 3.x

V!

il

SEAT Python iy SDK (Boto3) |2
AT Ruby 3.x ¥ SDK =

Amazon S3 A=

Amazon S3 RFIBMHIBARENE Amazon S3 EREXRENEBERA R, BASREEMBNRBEANEE b o
URATFEASMAREENATE#E. SAWSHAFAIESG , Bl EEEEFEZRFFERABEARTD
EERIREF (ARN) #H1T API B4E , MAMSABEEEHREEN. SNATRHERE , flUERAZEAS ARN
MGetObject ANFREBFIREIR , EMLAEA K ARN MPutObjectEFFEBAIMN R,

ETHABX Amazon S3 EARN ARN WEZER , BEHEABRALEL S S3 AFEmM,
ERANT AR B IEE

s3_use_arn_region-#ZAWS config3#i%iE, AWS_S3_USE_ARN_REGION-IFEFE BEEEERDB
FEEE , FEEZTAZNIEE SDK,
ik B H SDK 2EFAEAS ARNAWS KA BEREEXKBLET . BEF XTI EGLRIE

ARNAWS XiZ I E# 5 R IBHEAWSERE Fink B E# 1720 XAWS XL, Ik &E W R K MK B 5
XA, MREXLT multiply , WERERRBEENRE , RRRMELTERE,

ZRIAE : false

BRE :

s true— BHHEF AT ESMER ARNAWS Xigifikis S F 25 ki B N inSAAWS Xig, fisl
MREBEERFFIHAWS X2 FIPSAWS X , BIL 415 ARN HHIEEAWS Xif, BFNUEFSH
IR,

+ false— SDK FAZEFHEENAWS X 7E &K 20T,

# BRAWSSDKS
LU SDK X# AW LA SheEMIRE |, BiFEZEH 2 FIMNER :

SDK ¥ BERESER
b=

AWS CLI v2 =

CH+ B FRXIED =

EAT Go V2 # SDK (1.x) =

EAT Go 1.x B SDK (V1) =

EAT Java 9 SDK 2.x 2

EHA T Java B SDK 1.x =
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https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-access-points.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/

AWSHHEFATIEGNIE &£
Amazon S3 % XiFi5 A [

SDK X EERESER
=

i& A FJavaScript3.x 2

& A FJavaScript2.x B

EATNETSxWFALTEE R TEERERER  $EconfigXHELLETFAALE.

JEAT PHP #9 SDK 3.x a;rs\

EH T Python #J SDK (Boto3) &

EHA T Ruby 3.x B SDK =

Amazon S3 % X178 &

Amazon S3 ZRXEFBARREMT —MN2RLKTR , NARFAUERAZLRTAKHZRBLT SN
Amazon S3 FFERIIIERAWS X, BANERASZXEZEAQIRKNEESEE N XEHERNRANSXE
NMARF  AREHAEMBESTXENAERF.

ETHAEXSKEBEAIMESZER  FERHIL 58 S3 NS XEEALETLLEH S3 AFER,

ETRAEXRSEKEREARLLHEREN (ARN) NESEEL , HSHEASZ XEEA QK HEREL D
S3 A IEE.

ETHRAXUBSXEZAIMESFE , FERNEESXEEALELD# S3 A ER.

Sigvda EZRATEZLRXEFERNERRIN, ZEERH SDK BB KIRFHAWSE HIZ1TH
(CRT) F (p. 72).

ERUT R AR B IEE

s3_disable_multiregion_access_points-£ZAWS configXX#HifiE,
AWS_S3_DISABLE_MULTIREGION_ACCESS_POINTS-HETE EEEARBIEEE , FEEZHEN
4#%E SDKo

tiRiE#S SDK BRETRZHEXEHER, MREXT multiply , MEEERRBEEMNRE , HXR
HERERE

ZRIAE : false

BRE :
s true— FILFEABRXIHER,
+ false— FAZXEZEARSHABXEER,

FABAWSSDKS
AT SDK XA R EHBNIMALMIRE , BFTEH HIAER -

SDK X EEXHESFEER
=
AWS CLI v2 =
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html
https://docs.aws.amazon.com/cli/latest/userguide/

AWSHHFTRTEBNIR 2EER

AWS [XiF
SDK X BEREZER
=1
C+H+ BT RIES =
EAT Go V2 # SDK (1.x) =
EAT Go 1.x I SDK (V1) =
EA T Java 9 SDK 2.x =
EAT Java iy SDK 1.x B
3% A T JavaScript3.x 2
& A T JavaScript2.x B
EATNET3XHWARIES &
&R T PHP 89 SDK 3.x =

EA T Python iy SDK (Boto3) |2
EFA T Ruby 3.x ¥ SDK

il

AWS X5

AWS X2 E AN REEFNEEZRSAWS RS,

FEEAWS Xif , SRAT LA RIAWS RS EFREFEFSENHERXE, XN FHENRENNARFREESR

HMEN AP BRENNESHEETEEER. XEIREREED. BREMMNEY | EABDIER, FH

Regions , B LSERTRER , XEFRFRRFTHBTZXE PN,

REBHAWS BEBFREEHEHEXEMEXEK, RIECHABFERAEMNISEMNESINEE  FNEE—IPXE
BB TR EFEEFEAMEMBXIBAWS RS, F20 , Amazon S3 Ml Amazon EC2 X BEXEE 4, FLMR
& (fl 1AM ) SREXEER.

HAWS —IRZEQEEXUATARTNES

- RTHXENLGRTRCANXRATTINEXBARETRNFIE  BSHAWSES KA.
- EEMAEXFNXENSNMNXENLHET QB ZEI5IRAWS RS , BSRBRS LT S MK,

BIEIRS & iR

BURB A RN IGRAWS BRSS , SDK &84 SDK A —NMNEFImESIRAWS RS, Fli0 , MBENRAEF
ZEEHR Amazon EC2 , NRHI R AR FFHSIE —/ Amazon EC2 BEFHmNRKEZBREFRE,

MRRBAEFHABEBEEXE , WEFARERAEABIATARNRENXFregioni®E. B2 , AR
FAENEFHENRERNREEFHEIXE, XA RXEERKER AT ZHERSEFRNEALE
RE, FAXEREZEFHRORFLIRFEEN , ZXKERFETEN SDK (EEELENISE SDK 5/
o, SDK WREBEBE ) -
ERUT A LR B L IhEE
region-%ZAWS configX#iR{&E, AWS_REGION-IMREE

EERIABEAWS KA FAWSE R, tEXEA TR BHSEXEHH SDK RFER,

BIAE : T, BXMBABISTELE.
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html

AWSHHEFATIEGNIE &£
AWS X5

BNE :

© PRIERRSS AT AMAEMLX AR |, WHPAFIAWSERS i SIEEAWS—RSE, Hii , Z{Hus-east-14
LR T RIRENAWS KEEXERE (FFELILE ) o

+ aws-global AREKBLE T AZAEXHEMNEBLETANRSEELRART S , HIWAWS
Security Token Service(AWS STS ) FL B fE £ F RS (L S# S3) -

ERIRBIENRElconfigd#:

[default]
region = us-west-2

Linux/macOS BE &S TREMETEMN RHI :

export AWS_REGION=us-west-2

Windows B R TRENETEN R

setx AWS_REGION us-west-2

REH SDK BE—N BE" WK , TATENABRFRBFRERAXE, AXEAEE , FSHAEHNE
KR BAWSSDK FF X EERE.

B2 #AAWSSDKS

BUF SDK XA EHRAYTHEERIRE , BHEEZID BIAER

SDK ¥ EEARESER
=
AWS CLI v2 = AWS CLIV2 £ ey MEAWS_REGIONEEfE 2
BIAWS_DEFAULT_REGION ( INZE#MiES ) .
AWS CLIv1 = It SDK A& RHIREEEBAWS_DEFAULT_REGIONA LB #,
CH HHFRIER =
EAT Go V2 # SDK (1.x) =
EAT Go 1.x B SDK (V1) =
EAT Java iy SDK 2.x =
EAT Java By SDK 1.x =
& A T JavaScript3.x =
§& A FJavaScript2.x =
EATNET3IXWALRIESG &
EATF PHP # SDK 3.x b=

ER T Python B9 SDK (Boto3) |2 It SDK B NI ELTEAWS_DEFAULT_REGIONJILL B #Y,

EFA T Ruby 3.x ¥ SDK

il
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https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/

AWSHHEFATIEGNIE &£
AWS STSX It &R &

AWS STSXig{t KimT =

%ﬁk &R T , AWS Security Token Service(AWS STS) AIMfER £ BRSER , FEFMBAWS STSHER#BX

EBIM B AR R thttps://sts.amazonaws.com, £IKERMEBEERI ( HFEHRLILI ) X,
AWSE'LXEFH XIFAWS STSEHTRMAREHKLAHT N, HXAWS STSAHTRANESZELR |, HSH
AWS Security Token Service APl 2& L ixT =,

FERANT A EERB LI
sts_regional_endpoints-XZAWSconfig X #iRiE, AWS_STS_REGIONAL_ENDPOINTS-IFEZE
W& EIEE SDK R E A EHF S AWS Security Token Service (AWS STS) BEHAWS RS iR

/™™o

ZRiAE : legacy
Note

2022 £ 7 Az G R WHIFFEHT SDK EERAFHNEIANregional, H# SDK EEH&ZF‘J
BESMIBR L IRE HFEMregionalTH. FTEALRTERRRKNEE , RMNEBWER
¥hregional EMARFHER.

BHE: (#EHE : regional)

+ legacy— MUATAWSXE A4 FHAWS STSA KT & : ap-northeast-1, . . ap-
south-1, ap-southeast-1., ap-southeast-2. aws-global. ca-central-1, . eu-
central-1, eu-north-1, eu-west-1, eu-west-2. eu-west-3, sa-east-1, us-
east-1, ., us-east-2, us-west-1, #Mus-west-2, sts.amazonaws.comfiEHtXEEH3)
FRESBENXKERS.

+ regional— SDK S T E/AEA LA A EXEMAWS STSKImTI R, il , MRFEF
WEENFEAus-west-2 , NI HIFTE A A EBNAWS STSKZE ’i‘IJIZiE‘Z *“*,'ists us-
west-2.amazonaws.com , MAR2¥Ksts.amazonaws.comRiFET m. EEBALRENBELE
KW TREKEER , BALIG B ER aws- global,

EconfigXHHiREXLEEN A

[default]
sts_regional_endpoints = regional

Linux/macOS B R TIRENETEN R :

export AWS_STS_REGIONAL_ENDPOINTS=regional

Windows B HTTRENETEMN R

setx AWS_STS_REGIONAL_ENDPOINTS regional

5 AWS SDK B #H A
LUF SDK X#A W LA TheEMIRE |, BiFEZEH2FINER :

SDK X EEREZER
b=

AWS CLI v2 8 BRIAER regional.
§J\
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https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html#sts-endpoints
https://docs.aws.amazon.com/cli/latest/userguide/

AWSHHEFATIEGNIE &£
WAL FIPS i =

SDK X BEARESZER
b=

EAT C++ B SDK %;E\ PXBIFEXBEMconfig#FiRE. SDK B regionaliRiEi
a2 17,

EAT Go V2 # SDK (1.x) =

EAT Go 1.x B SDK (V1) =

EA T Java B9 SDK 2.x 2

ERA T Java B9 SDK 1.x =

EAT JavaScript 3.x WEHAHEF =2

EIAD

ERAT JavaScript 2.x 8 SDK £

EHAF.NET 3.x #§ SDK p=3

ERA T PHP # SDK 3.x 2

EH T Python #) SDK (Boto3) &

EAT Ruby 3.x Ay SDK =

iz F FIPS ¥ =

EAT A ERBE LI
use_dualstack_endpoint-tZAWS config X #Hi% &, AWS_USE_DUALSTACK_ENDPOINT-®FEEE

F B>~ SDK EE BMHERLIFE T REZER, ETHEXRENEZE IPv4 § IPv6 FERI IR LR
FTANEZER  BSREAT D S3 MHKAKIET AETLREEEERSAFIER, EEHXH
%&HE%WQ&EWX&%%H, To

ZRIAE : false

BME :

+ true— SDK T EFZIAEAM R IR QAR HMEZE R, MRBSF A FERKIEK[AM/HAWS X
B, WERFRM,

+ false— SDK R T ERLFEANMER T RK HMEFR,
use_fips_endpoint-#£ZAWS configX#i%E, AWS_USE_FIPS_ENDPOINT-}F3E3E

FFE XA SDK HTEREB[MAS FIPS MR RREER, KIPEBLERAE (FIPS) REEBUS
NEERENBEN —RIZEER, BFNE, SERFEARFESRBBUTT R LS N LIEST
FIPSIES F4t. 5HrM AWS IR FE , FIPS is REARSE FIPS 140-2 9 TLS B FE, Ei¥H 7B
BEAT A RIEE FIPS i RV E M5 EAWS X |, S HEZRS 5 KM FIPS KinT Q. BXIL D
MU ERFLHETRNESELR , BRI (IPv4 F IPv6 ) iR EL D% EC2 API $&,

A : false

BRE :
+ true— SDK L EFEHFE FIPS WA IFT R K EFER.
+ false— SDK i TEFR @A E FIPS iR EEER,
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html
http://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6

AWSHHFTRITEBNIR 2EER
LR RERI

B2 #®REBAWSSDKS
BT SDK XRAT LA PHEARE | BHLEH MR -

SDK X BEARESFER
=
AWS CLI v2 =
C+H+BHTFRIES =
EAT Go V2 # SDK (1.x) =
JEAT Go 1.x B SDK (V1) b=
E AT Java By SDK 2.x =
EAT Java B9 SDK 1.x ="
§& A FJavaScript3.x =
& A FJavaScript2.x B
ERATNET3XHWARKIESG R
&R T PHP #9 SDK 3.x =
JERT Python #) SDK (Boto3) | £
EAT Ruby 3.x #J SDK =

LT R A

SDK FAmREIRFRBESHS (AT HESHERN URL) , ANMARER EHAWSEREEEFNR
URL. iX# , ZBHREHRITLESNRNFTHIRS,. FERSEEEENLETR. Bk , (RARESITRE
HEREREUESRRSBTANLETR. RETRAGRRE , RBEEERZEQGEEMagdE, g, 3
FI S % Timestream , EF A T ESHE TDescribeEndpointsERRZTANLKIET R , ABMEH
X s ASE RIS EIR/E |, HlMCreateDatabaseE L CreateTables

ERERSD  HREAAZMEN , MES —ERSZPURITEN, CRIANFE—EtrueEAfalseBUR
TREREEERILIM, Hla , Timestream ERiAFtrue , ML S# DynamoDB Bikffalse, X TF

TEERKREAINERS , WFBRARRAT, MAZHE K BEETNTESHETERSE , RZHAWS
config = SDK RIBEH (Hln , BLEX ) . WTFFEAINKSWIRE , SDK 2 BFIE XKML

/AW o

ERNT R AR B IR

endpoint_discovery_enabled-#ZAWS config 3 {4i% &, AWS_ENABLE_ENDPOINT_DISCOVERY-IR
BEZE EERERBPEREE , FEEZSBENIE SDK.

AMREARMENRSBR/ZARRKEN. FERSETERILI,
ERIAE : false

BNE :
+ true— X THARARARTIENIRS , SDK MAFHZRRIALEFET o
+ false— W THARARTENRS , SOK FREFHZHRALHT Ko
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/

AWSHHFTRITEBNIER 2EER
EAERE

52 #ABAWSSDKS
LU SDK Z#&A W LA SheEMIRE |, B EZEH 2 FINMER :

SDK X EEXRESZER
£
AWS CLI v2 =
C++ BFRTES =
ERAT Go V2 9 SDK (1.x) 2
EAT Go 1.x 9 SDK (V1) =
ERAT Java B SDK 2.x =
ERAT Java B SDK 1.x =
& A FJavaScript3.x =
& A T JavaScript2.x =
EATNET3XWMARIES R
JEA T PHP #9 SDK 3.x =

SEAT Python B9 SDK (Boto3) |2

EAT Ruby 3.x #y SDK

il

EAERERE

SDK X#F—Lef THRE SDK BATHNEHMRE,

ERAUTHEERBILLIHEE

api_versions-#ZAWS config X #FikiE
R AWS RFEF S API RAU X FEEHREMN. BIAMERT , SDK MIAWS CLHR{ESE A &FTH T
ggoAPl WA, BERFEABEN API IRAERLBEMER |, B Lapi_versionsEEHWAN AR R H
BRINE : k. (RHFRIESEAZIHN APIRE, )

BRE  XR—MRERE , FEHE—TRST4HE | BTHRR—TAWSERSMNELAKN API IRE. B
RER , BSHXEAWSERS A T AL API RAT A,

ZRBIH Bﬁ/l\&ETﬁEE’J API FRAEAWSH Y BRSS configX . X AP IRARATEESEXERE
MEREXHTETHG T FARMRSH G SEHERZRS AP B RIRA,

api_versions =
ec2 = 2015-03-01
cloudfront = 2015-09-017

ca_bundle-HXZAWS configX #iRE, AWS_CA_BUNDLE-IfEEE
EEAEMIRRSENEE (FH. .pemf B ) , ATE SSL/TLS &E#,
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AWSHHFTRITEBNIER 2EER
EARE

BAE: &

BHE  EEREREFREANHE, NREEEAXHE , RGLE2HREEENXHRPERIZE
FPATHREZ &,

ERIREBIEN RfFlconfigd#:

[default]
ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem

Linux/macOS BE R TREMETEMN RF

export AWS_CA_BUNDLE=/dev/apps/ca-certs/cabundle-2019mard5.pem

Windows B ST TRENETEN R

setx AWS_CA_BUNDLE C:\dev\apps\ca-certs\cabundle-2019mar05.pem

output-£ZAWS configXHigE
EBELRNERILIRAWS CLIFMEMAWSHHF X TESMIE,

ERIAE : json
BME :
]so - MR A JSON FRRMER,
- WHRA YAML FHREER,

. xaml-stream wHERNAGEH XA YAML FREHKRN, BRIFERIBLERBERIERE,

o text - HHRASNHRTFIBEFRETWERN, XX T HEBEXARLES (W0
grep. sed = awk ) REH.

+ table - HRARBIEN , EAFN +- MERETKLE, CEEUAMCEXENREE | X7
RALHMRXERZ AR , ENFERIEARHFERLER,

parameter_validation-HXZAWS config XX #igE
ETE SDK AL E R ST BAE IR ST R RE RN E# T RIEAWSR S <.
ZRiAE : true

BNE -
true - BiAE, SDK RIEXNSGSITSHMITEFIRRIL, XAT SDK RIEHIASHETE
xs( HiFIR— LR, £H SDK RTEREFERZHT , SDK 5L E 7] LUE4E T MM & RAWS RS i
+ false— SDK T EREFGTTSREARB AT HEHBTRITAWSIRS H 2. HAWSERE RS
FARBIEFFEERHEL TR ER,

FRABZAWSSDKS
LAR SDK 34T EHH R THAERIRE |, (BEETZEB2HINER :
SDK X BEERELZER
b=
AWS CLI v2 8  api_versionsTX#,
ﬁj\
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AWSHHEFATIEGNIE &£
IMDS & /iR

SDK

C++ A AT ES
FEAT Go V2 K SDK (1.x)

EAT Go 1.x # SDK (V1)

BB T Java B9 SDK 2.x
ERT Java B9 SDK 1.x

i& B T JavaScript3.x

& A T JavaScript2.x

ERATNET3XxHMFARIESA

X BERESER
=

il

ok

api_versions#lparameter_validationf X,

&

api_versionsflparameter_validationFX#.

m S

FD D D

o

ERT PHP #9 SDK 3.x

&AM T Python #) SDK (Boto3)

bl

Ho

EFA T Ruby 3.x ¥ SDK

IMDS & F i

il

BEFAXIEGEAERSENERZIAEHTHEFERS R 2 (imdsv2) BF K. 5% imdsv2 WEZ{E
B B2EMEH imdsv2EEA T Linux SEHIML D% EC2 AFEEEALME A imdsv2fEE A F Windows 38
BRI DjE EC2 A iE™. IMDS B/ AET SDK RBEFEHNEPREEN RETEE,

ERAUT A AR BILIhEE

retries-FEF B EXN KRR R
E R ME RV E IR B

ZRIAE : 3

BXE KT 0HWHFE,
port-EFIREENRK R

KRiFH MK O,
ZRIAE : 80
ANE  BF.

token_ttl-E KB BN R A

KRTH TTL,

BUAE 1 21,600 ® (6 /et , D EHYERAIFE ) o

BRE &7

endpoint-B iRl EX R A

IMDS B £ 87 Ko
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https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/configuring-instance-metadata-service.html

AWSHHEFATIEGNIE &£
IMDS & /iR

FIAE : WWRendpoint_modeZFETFIPv4 , MIBRIAL T R Ahttp: //169.254.169.254, 0
Rendpoint_modeZFETFTIPv6 , MERIAL IR/ K Ahttp: //[fd00:ec2::254],

BWE : MW URI,

RE¥ SDK HRHUTRT, BXFEMEE , BSHENISE SDK RBE,
endpoint_mode-ZE IR HEL B X R K &

IMDS K415 11 R

RAIAE : IPV4

BME : IPv4, IPV6
http_open_timeout-ZE KB BENRHAA ( EMAREERTE )

ERERTTNYH.
BRIAE: 18,

BW%E: KT 0BT,
http_read_timeout-ZEFHEBENRKE ( BHATREAFRTE )

R —RBENH,
RAE: 18,

BWE: KT OWEF.
http_debug_output-BEFHEENRKA ( BHAREFATE )

®EATRARNEHR.
ZINE : o

BME : BMM /0 F , lan STDOUT,
backoff-EFHEENRKR (BHARATTE )

EMRERZEARENRDHE , IEFFRUVEEDETHAR. XLBEMIANERDIRER,
BMINE : ARAFRIEEMR,
BRE: BRAFRIEEMR. ANURKRE , hATURXN8ELEENER,

FAAWSSDKS
AT SDK X#$AR L HBIHAAIRE , BFEEHL HINMER -

SDK X BEARESZER
=2
AWS CLI v2 =
C++ BRI EQ A IMDSv2 (RIENEBEA . ESHIMDS FiERARE (p. 28).
ERAT Go V2 i SDK (1.x) =
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AWSHHFTRIEBNIR 2EER

BEHITH
SDK X BEREZER
=1
EAT Go 1.x B SDK (V1) =
EAT Java B SDK 2.x =
EAT Java 9 SDK 1.x =
& A FJavaScript3.x =
& A T JavaScript2.x =
EATNET3IXWHALRIES R
SEAT PHP #9 SDK 3.x =
SEA T Python #9 SDK (Boto3) =2
AT Ruby 3.x #§ SDK bl

BEif1TH

ERTHEREXRBHAFAIESMAZHMNAER HBERMERN XM P MRENRE, AWS RS

ERANTHEERELIIEE

max_attempts-2EAWSconfig X Hi&E, AWS_MAX_ATTEMPTS-IFELE
EENERHITHRAE R,

BNE  MEREELE , WEBIAEERRFretry_modeiR BHE :
« WRretry _modeR legacy — FABET SDK HMEIAE ( EEBLMISE SDK 5= SDK MK
TBEELLT fmax_attemptsBRIAE ) o

« MRretry_modeR standard — ZiX =X,
« WRretry_mode® adaptive — EiX =K,
BHE: KT 0BT,
retry_mode-HZAWSconfigX #i%i&, AWS_RETRY_MODE-SMEEE
&7 SDK FF X E T EMAEHE R,
FIAE : legacy=—BIANEH KR,
BHE -
« legacy— B ETFHEH SDK ( FEEEMNIEE SDK $5RI=K SDK HRBE ) .
+ standard— BAWSHHF AT EGNFAERMANE, KEXSE-EARENERER  HIFE
HE#M. FRIEmax_attemptsHHBERE , FNHEX TRINNERZEHREN =R,

+ adaptive— — X MERENX , BEMERANINGE  BREEHEFHRS. BTHEXRX
B , HEHRUTELKEETH,

LT EFMERstandardMadaptiveEiRE RN S RAMRED :

MakeSDKRequest() {
attempts = 0
loop {
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AWSHHEFATIEGNIE &£
BERTH

GetSendToken()

response = SendHTTPRequest()

RequestBookkeeping(response)

if not Retryable(response)
return response

attempts += 1

if attempts >= MAX_ATTEMPTS:
return response

if not HasRetryQuota(response)
return response

delay = ExponentialBackoff(attempts)

sleep(delay)

}
}

DUTREXMRBAEANAHNESFARGE -
GetSendToken:

TR EadaptiveBEREXTEM, THEERERTEITRIREIER , NTBFHRTRSFERE
R, SDK FF iR AIEREN RERMERKESE TR a2 THELE,

EFIHRERFE—MEE , CRUATUTEI SEBRTFNEMERREL B ER, B2 , ERNUZIZ R T
NfE , BEF WM A rate-of-request ZEIMMMAIRE, MEKRFIRLIINEE , /X PRE th & 48538 M.

B EERMERRS , SDK ATBEERNRERR | DEEFBNNAWS BRSEE,
SendHTTPRequest:

KRS AWS SDK R REEMN HTTP & |, XH#EHRAUERE HTTP B RNESFEANAER., B
¥ O BATRAER, CEXBERNAEEFRAEE. ATENEER , EEXRT2EEERAER,

RequestBookkeeping:

MREREI , WRNEHEREH. NfEadaptiveBRERT , RABEEmaxsendrateB SRIEWEIHY R B
KRB ITER

Retryable:
SR RFEUATHAEBERS TAE @A

o HTTP IRERTE
- MRS REMEIRNKE,
o EEHEIR , EXH SDK WEIMEMEIR , EPRKBIKERSH HTTP 1R,

BT8R ( HTTP IRZSHHS 400, 408, 500, 502, 503 Fl 504 ) FRFIEIR ( HTTP RESKE
400, 403, 429, 502, 503 #1509 ) HABEMERX. SDK BERHTHRESHIRABRIRS ) H B 475
EH,

MAX_ATTEMPTS:

MconfigXHREHFRERIEE.

HasRetryQuota

ETREREEHREAFEBPRESE  NMRHERER. ERRAFERR LT KA RERNH
iAW HLH,, XERFKB T SDK , BEABTE W , ARNEEKBTRS KR, YBERBTEHPRERX
Wt , TANEREACESREER  AEBRRIDEI T, HRERKRTEN | IR HERER,

ExponentialBackoff
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AWSHHFTRITEBNIR SEER
BETRFHLRERTR

NFAUERNER  FRBEMNERRERITEERLER. SDK £RAHFHZINEBM — R EHETE, LT
BURSR T WA 1B R A9 W B E SCRERR AT E) (AR B4 ) i

seconds_to_sleep_i = min(b*r”i, MAX_BACKOFF)

EERERS , UTEER -
b

random number within the range of: @ <= b <=1

r =2

MAX_BACKOFF = 20 secondsXFAZ¥ SDK. EZHEMNFE SDK iERRNRBEHTHEIA,
5 AWS SDK HI &AM

BT SDK XA EHRM R MRE |, BEEEEHFIIMER :

SDK X BEREZER
=

AWS CLI v2 b=

EAT C++ B SDK =

EAT Go V2 # SDK (1.x) =

EAT Go 1.x ) SDK (V1) =

EAT Java B9 SDK 2.x 2

EAT Java 9 SDK 1.x =

ERAT JavaScript 3.x WEETF £

AIRG

AT JavaScript 2.x B SDK & XBFHRAEHRE, THIWEHREARATERXRENBENL

F3EIE T

JEATF.NET 3.x # SDK =]

&R T PHP #9 SDK 3.x =

JERT Python #) SDK (Boto3) | £

EFA T Ruby 3.x ¥ SDK =

BE T RS RT R

RS ENLHRTREERM T ERALERNART SRLE AP ERFREBIZIEFMNIEDT, XLRENEZ
BAMBLRT R, VPC KR RME=Z AR SIRME T RIEHAWSTH AR, TRNGESTATUHME
PR, BAURNMABEL KT ] URLAWS RS

FERANT LR B LI

endpoint_url-#£ZAWS configX#i%&E, AWS_ENDPOINT_URL-}FREEE

HEREREXHPEERENNETEEEN , LREFEEATHARSERNFER, LEISH
AMNERENRSBERIESR.
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AWSHHFTRITEBNIR SEER
BETRFHLRERTR

BT UERFERALEEservices EERNEDAWS config i , Fﬁ?ﬁﬁmﬂﬁ%& BENL
WP R. BXATFHBINMERSHRAFZANI KservicesHn , BZRBRSIEFER SRR

£F (p. 56)0
2RIAE : none

BHE : B2LRTRNARMENN URL, URL AIBLEAREEEE - RS MBRBROBERAH.
AWS_ENDPOINT_URL_<SERVICE>-IREE B

AWS ENDPOINT_URL_<SERVICE> , HXBE<5ERVICE>%AWS REMRIRA , B ERSEEBENL
o BXRFIERETRSHIFREE EE’J&U%E 2 LIRS 4 E i S I FRIRAT (p. 56)0

EEETRSHNFERABEPRENTMALHLIHT RAWS_ENDPOINT_URL,
ZRiA{E : none

ANE . SELETRNARMNENN URL, URL AIUEREEEE —IMH S MNERERNBERAH.
ignore_configured_endpoint_urls-#£ZAWS config X #Hi%E
AWS_IGNORE_CONFIGURED_ENDPOINT_URLS- FiE% &

HRERTZRMERAEN LR REE,

BEE  TRRENT , BEEARBIIRSEFAHERE L RENEAERNFR. Hl, @3E--
endpoint-url®H AN G TITSHRAWS CLIG ST FiHS URL B4 A% P D TR IR

A : false

B%E
« true— SDK ETEFaNHAERAFEIREMEELREED configX BB RkBEHRREE , BTk
B R URL.

+ false— SDK I TEFEARZFRIPAFRENEMNTARKconfigX A RKEFRETE,

ERTREERE

ENMAERSNIEREBHIBEN LB A URL , Hi&EAWS_ENDPOINT URLEZBIMELTE,

export AWS_ENDPOINT_URL=http://localhost:4567

BRHSEERNEBEAWS RSETHE BEXLKT R URL , EEHAWS_ ENDPOINT URL_<SERVICE>¥f
¥EFE, Amazon DynamoDBE — /l\serv1ceIdE’JDxnamoD o NTLARS , KikT R URL IRETE
J9AWS_ENDPOINT_URL_DYNAMODB, Lhifs st T HRiREMN £ B AWS_ ENDPOINT URLXY FiXTARSS o

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

B3 —/M3lF , AWS Elastic Beanstalkf —/ serviceIldfElastic Beanstalk., FIAWS REIFRZFE
F API E’*‘JE’Jserv1ceIdFﬁTﬂJ@%*§1ﬁFﬁﬁ ERHFFIEFRAE, EREMBRSHALRTR , HENFE
8 R AWS_ENDPOINT_URL_ELASTIC_BEANSTALK, BXFIBHRETRSNHRETENIIER , BSLES
45 B R B FRIRAT (p. 56)0

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567

FRAXERERconfigXHF

EHZ=dconfigX# , endpoint_urlEFREH#A AT TR DAL,
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AWSHHFTRITEBNIR SEER
BETRFHLRERTR

+ endpoint_urlEiZ a FigEprofileiZim AR A /Biw S,

+ endpoint_url#E a ':F'E’Jﬁﬁ%hlﬂﬁﬁ'fHTserv1cesﬁB§J‘ﬁu“‘mﬁzﬁﬂ§:.FF]MBE%ZVZI':HE’JE'J?o
BRENMFMERservicesBHREN D Kconfigth , B RE B XHHER (p. 3)

IR RBIER T servicesEXEBBERA T Amazon S3 HERESTAL T 2 URL A TRAHMBRSHEE
VLRARFET A -

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

BAREXHAIUAZSNIMRSEEL KT . WRHGIEBEIMAS Amazon S3 & E RSB EMN LT R URL
LA% AWS Elastic BeanstalkfE @ — M AR EIH, AWS Elastic BeanstalkE —{ serviceIdfElastic
Beanstalk., MVAWS BREMFFINFET APl & WserviceIdA T BRAAETKRITFAEFZHNE,
I, HE%*TMH&%H?UJelast1c_beanstalk#ﬁﬁtﬁﬁ%ﬂ’h§|§E',_l:ﬁiielastlc beanstalk = . X
B FERNAEREFAFTZHANIRservices® D , HS ARSI ER LNFRRAT (p. 56)0

[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

BRSEEERD TUMSIMREXHFER, S, BNREXHTAEABRENEE X FservicesEEH
HittEEXHEMNEX

[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

ERETAGHNEREEEXHTRERS

MELBWNMABRREEESRENETARNEIEsource_profileZ AT IAM BiRA®IIAEE , SDK X
FREEREXHNRSERE. CFArERASEXBENACGERE Y. fl, FANTHEZconfig#:

[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]
source_profile = A
role_arn = arn:aws:iam::123456789012:role/roleB
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AWSHHFTRITEBNIR SEER
BETRFHLRERTR

services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws

MEBEAREAMNABEBABEMNRIBFEA Amazon EC2 , KixT MM Ahttps://profile-b-ec2-

endpoint.aws, MELHARBETMEMERS ZHER , WL ET SBETFFTEREMEENZE, HR
TEBNAREXHPELNLERLETRA. L2RRANEEXHEMB , FREEiLEendpoint_urlE
BENMAERFB, BX source_profile REMNEZELR , BSRMEABZIERMESE (p. 23).

RENLER

LT RER IR B AT LIEIRER |, EBTURSABT—MELRLRER. X TXAEN APIHEAAWS RS, NE
FBA TR Fr 3R & 21
1. ERBAHAHERSEFHAS LRENEMER REEHRL LT EMEMFRE,

« X¥FAWS CLI, XRIERHMIME- -endpoint-url@®m BTSSR, T SDK , EXDE AT UARAEELHI
{t SDK R iR BRI SHMHFEHAWS RFEFFimRE BN R

2. ARETRSNIMRTERMMNE , HI20AWS_ENDPOINT_URL_DYNAMODB,

3. RHAEAWS_ENDPOINT_URLER ik RN ETE,

4. Rt Eendpoint_url REBREEPHRSIFIRFER TservicesHEMN T D config .
5 R Eendpoint_urlE#ETE a PigEREBprofileWHEconfigdtt,

6. MR RN EMERIALHT R URLAWS REE2REEAN.

B2 F®REAWSSDKS

BUF SDK XA EHRAYSHEERIRE |, BEEZID BIAER

SDK X BEIRESZFER
=1
AWS CLI v2 b3
Ct+ B RTES &
ERT Go V2 B SDK (1.X) S
EAT Go 1.x B SDK (V1) =)
ERAT Java #) SDK 2.x &
EAT Java # SDK 1.x =
& A T JavaScript3.x B
& A T JavaScript2.x B
EATNET3XWMARIES R
EAT PHP # SDK 3.x =
EA T Python #) SDK (Boto3) £
EAT Ruby 3.x &y SDK =
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AWSHHEFATIEGNIE &£

BETHRSHLERT K

AR S5 45 E v RV PRIR AT

BRUMAAREMLEATRPVRAFNES  FSABETRSMNLET K (p. 52).

serviceld

AccessAnalyzer
Account

ACM

ACM PCA

Alexa For Business

#£ AWS_ENDPOINT_URL_<SERVICE> METE

(o] ¢]

#

ac S INNRGANT _URL_ACCESSANALYZER
acdBItENDPOINT_URL_ACCOUNT
acmAWS_ENDPOINT_URL_ACM

acmAWfic EENDPOINT_URL_ACM_PCA

aleds fINDROENhdd _ALEXA_FOR_BUSINESS

amp ampAWS_ENDPOINT_URL_AMP

Amplify ampMS\ENDPOINT_URL_AMPLIFY
AmplifyBackend ampSE VENDRGINT_URL_AMPLIFYBACKEND
AmplifyUIBuilder amp WSt yENDRGTINGe 1RL_AMPLIFYUIBUILDER

API Gateway

ApiGatewayManagementApi

apiAWRtENEROINT_URL_API_GATEWAY

a p AW eNDRCIENTG din EPGATEWAYMANAGEMENTAPI

ApiGatewayV2 ap AWS eNDROIINT_URL_APIGATEWAYV2
AppConfig appAis fENDPOINT_URL_APPCONFIG
AppConfigData appis) fENRROAENT_URL_APPCONFIGDATA
Appflow appMilHWENDPOINT_URL_APPFLOW
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EMR containers emAWD BNDREENT _URL_EMR_CONTAINERS
EMR Serverless emrAvESe IRNDPGNT _URL_EMR_SERVERLESS
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t imetS IEENDP QN WRL_TIMESTREAM_QUERY
timetS NP OENTTEJRL_TIMESTREAM_WRITE
t1 AW IENBPOINT_URL_TRANSCRIBE
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WAFV2 wa fAWPS_ENDPOINT_URL_WAFV2
WellArchitected we 1JAwS: ENDRGRENT URL_WELLARCHITECTED
Wisdom wigthisn ENDPOINT_URL_WISDOM
WorkDocs worktH FENDPOINT_URL_WORKDOCS
WorkLink worKiISLAANDPOINT_URL_WORKLINK
WorkMail worAi& JANDPOINT_URL_WORKMAIL
WorkMailMessageFlow wo Piifa IENMRRGEN e fURlw WORKMAILMESSAGEFLOW
WorkSpaces wo AR FNBPOINT_URL_WORKSPACES
WorkSpaces Web wo S FANBPQUENT _ URL_WORKSPACES_WEB
XRay XL aAWS_ENDPOINT_URL_XRAY

el ERIAE

BB EREEL ERRIATHEE , AWSSDK AT HRERERETMENLH ., £ LILHERIAE.
FERANTHEERE LI
defaults_mode-1£ZAWS configX#i& &, AWS_DEFAULTS_MODE-SMET 2

ERAIRE , BULLERSENNARFEAECENER , AR AENEAREFREHEICHIRIA

B, MRAWSSDK REEFHBIEENE , N ZEREML L. MRAWSSDK & EZERREIREE ,
HBdefaults_mode~ZEFIHAR , MR TLLAH T BN HARF LA EHZERETRANER
B, RETRISFEUTHS  HTTP BERE. ERTH. BEXEHERIGE , TELEEEAE
SDK HXMEE., FALMENEFTURSHNENERZSES ESNFEERIAE. MEMR
Wdefaults_modeF & Flegacy , BITEWEEASR SDK WX MARFIHTMER , BNRAHERIA
BN AkEREXIEBNTLMRE,

ZRIAE : legacy

SEE N EERRAK SDK FEBIA A standards

BRE :

+ legacy— BHEBINZE , XEIXERF SDK MR , FBFEEI 2B EFEEdefaults_mode,
+ standard— RESFHEERIAME , XERIABEEASHIER THNZATURLEIT,

* in-region— ETHERNNE , SN FANNAREFESEFMNLILAWS BSNE—MEK H
RAWS X1,
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« mobile— BEFHHEERNE K @FENBINARFESEHNKL,

« auto— ETFHEERNME , SFEXKRMEE, SDK 2ZREAUWETHRELBBEEYMNILE,
BFRMNREFREAIXMN , TERM 100% WEHEME, MRTEWEZTIIFE , standardEFAE
K. BFIRNMAELSEREFTHENASLE , XURATRER, NMRBHEENENNARERF
BXREE, RINEBWNEEEHENdefaults_modetE R,

EFIREBEN TRflconfigX #:

[default]
defaults_mode = standard

LTS LR EER# T {tdefaults_mode:

* retryMode— ¥§7%E SDK MMARHE R, BESHERTH (p. 50).

+ stsRegionalEndpoints— }&7E SDK MfAIEEAWS BRS E AR5 2 K H ik RAWS Security
Token Service(AWS STS), EZFAWS STSXF AT & (p. 43).

+ s3UsEastlRegionalEndpoints— 8% SDK A EAWSH T 5 Amazon S3 BEN RS KT
Rus-east-1Xig,

« connectTimeoutInMillis— EEHEF E#TYREEZESEE , BN ZANENE. NIREFHEE
WEEZEBFEHNER , WEFIRSBFEHEREXK.

+ tlsNegotiationTimeoutInMillis— M&KJ# CLIENT HELLO EEEIEFImM RS TLMEE
BHIIRZ , TLS BEF IR BNZRANEL

BNMRENRNELREFRMELdefaults_mode N BN AREFERE, XLEEBRRENT ( TrE
REZ) :

e it standard&E= in-regionf® cross- mobilef# =
= regiontE=

retryMode standard standard standard standard

stsRegionalEndpgiotsl regional regional regional

s3UsEastlRegiaeglibmdjoints regional regional regional

connectTimeouBlAMillis 1100 3100 30000

tlsNegotiatiolT@@eoutInMillis 1100 3100 30000

0, InRdefaults_modefRitEH Rstandard , RE RN Estandard ¥ P EAretry_mode ( A
BMMretry_model£I ) MY Eregional FFH D ElSstsRegionalEndpoints ( MEX
KstsRegionalEndpointsi®I ) o

FRAAWSSDKS

BUF SDK X#F AW EHRAHEERIRE , BHETEID FISER :

SDK X EEIHESFER
AWS CLI v2 &
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.aws.amazon.com/cli/latest/userguide/
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EEERERIAME

SDK T ZEREZER
C++ A AT ES = SERIL

{t : stsRegionalEndpoints , s3UsEast1Re
EAT Go V2 # SDK (1.x) = SEARN

{t : retryMode , stsRegionalEndpoints ,
EAT Go 1.x # SDK (V1) &
ERA T Java B9 SDK 2.x =3 SERL

{t : stsRegionalEndpoints.,
ERTF Java B9 SDK 1.x &
§& A T JavaScript3.x = SRR

1t : stsRegionalEndpoints , s3UsEast1Re

R connectionTimeout,
& A T JavaScript2.x B
ERTNET3XxHARXIER = SERL

1t : connectTimeoutInMillis , t1sNegot:
EAT PHP # SDK 3.x = SHRMR

{t : tlsNegotiationTimeoutInMillis,
SEA T Python # SDK (Boto3) = SHARN

{t : t1sNegotiationTimeoutInMillis,
JEA T Ruby 3.x #9 SDK =
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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CRT k#ix R

AWSE R1=178f (CRT) &

WAWSE A= 1T (CRT) ER SDK fWEME., CRT 2 —MNHIRM HEARWERILRSY , A CiESH

E, SMNHEBNTENFAEEERE T REFNMENSR/IN SAZEE, XEIhEEERE SDK HH2EA

W, TREFFHRBER. MENEREYE, XEEER .

 awslabs/aws-c-auth:AWSEFif BRI ( FEESRRHEEFNZE (sigvd) )

+ awslabs/aws-c-cal: MZETER KH (MD5, SHA256, SHA256 HMAC ) . £&H&. AES

+ awslabs/aws-c-common: EAREIELEN, KTE/EFTE LR, EHXEE, stdlib HRXEE

+ awslabs/aws-c-compression: ERE % ( EX2HB/MED )

+ awslabs/aws-c-event-stream: EHFHBLARE (k. BIZE, BREM. crotrailer) . BHHRLEHN
mENEEA (RPC) =3}

+ awslabs/aws-c-http: C99 X HTTP/1.1 fl HTTP/2 MBHYZI

+ awslabs/aws-c-io: Ef#% ( TCP. UDP ). DNS. Ei&. E#EHK, BE. SSL/TLS

+ awslabs/aws-c-iot: C99 IR HEEIRAWSHIBX M= IRF SR E/K

+ awslabs/aws-c-mqtt: EBRAFYEM (loT) WinERESE 2L

« awslabs/aws-c-s3: AT 5 Amazon S3 RSSIEEM CO9 XM , EERARE RS S I Amazon
EC2 XfHINEFHE

« awslabs/aws-c-sdkutils: A FSETMEENEARFEAWSE B X4
« awslabs/aws-checksums: B & IEAR cre32¢ # CRC32 , AIERE S WA R 4=H

+ awslabs/aws-lc: H4P KB A BBEAWSERZHAMRAWSA R MAINEF , ET A BoringSSL I
Bl OpenSSL 1l H 913

+ awslabs/s2n: C99 3EHE TLS/SSL MY , ZIMN EE/NHIRE , FEZEMREEN

CRT 7Rk Go 2 AWAIBERHF R TEIHEA,

CRT ffk#ix R

CRT EEMR 7T — M HXRMEBAXRARNE LML, MELETEEENRNBEE CRT, BA T XL
X RABERY, B, ASKASBETHIES SDK 5[ CRT &2 ( SIMAWSC++ FF & T EARAWSE
AT Java WEHFATES ) HHIES loT &% SDK ( HIIIAWSEMF C++ B9 loT SDAWSEM F Java
WYBRNFARXIES ) ETES , BS CRT & BIENRHEREITS SDK ) CRT ENHHI, X
RUTERANB 4N ESaws-crt-* , A~ 2—F SDK1EE ( Hlfaws-crt-cppEZLaws-crt-
java).

LT R CRT R 2 R MBIR RAVIEE,
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https://github.com/awslabs/aws-c-auth
https://github.com/awslabs/aws-c-cal
https://github.com/awslabs/aws-c-common
https://github.com/awslabs/aws-c-compression
https://github.com/awslabs/aws-c-event-stream
https://github.com/awslabs/aws-c-http
https://github.com/awslabs/aws-c-io
https://github.com/awslabs/aws-c-iot
https://github.com/awslabs/aws-c-mqtt
https://github.com/awslabs/aws-c-s3
https://github.com/awslabs/aws-c-sdkutils
https://github.com/awslabs/aws-checksums
https://github.com/awslabs/aws-lc
https://github.com/awslabs/s2n
https://github.com/awslabs/aws-crt-cpp
https://github.com/awslabs/aws-crt-java
https://github.com/awslabs/aws-crt-java
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+ AWSSDK 1T EZH BEE (p. 73)
« AWSSDK T EmMAZHER (p. 74)
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AWSSDK f1 T B4 B

s
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AR T AT BT 4 BURAWS B FF A EH (SDK) 1T E |, @Bz A loT SDK R EKEMK
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TXHEH SDK IRrAE | XEAF BITRE.
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BIAWSSDK XA A XY.Z R , B X RREERA, B0 SDK WERARKEZ SDK #ITTE
AMERMNER , AXHZEETNFIBINER, YOHEDO (Fln, &, RBE), THAREL
EETE , MASIAZTEMAE, NARFEEEHFREMEH R SDK I, BEHEEEHEEMA ,
HERERENFARIEBAWS,
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« FREMER (£ 0MER ) -FELUME , FX#F SDK , FREEFHNEFER , FENATREARNR
BER. KRRNBRETELEIAEAER, BLAWSHEMRAFANRES M , EARSRERIENR
BRA. BRIFHIEARER , BNRERECHERZBRSE GA K |, H EFRETEREFAWSZFF,

« EX LW (GA) (£ 1B ) -HERHME , FX2 X SDK. AWSHIRHEEME SDK A , Hh@EX#
BIWXEE, WARSH AP EFUARBRNRZLMBE. NTIE  AWSHEHSESHHEEHMEIRE
ENEHRE. AWSH X GA &K SDK ERATED 24 MR,

« BPRE (F2HER ) - AWSHHE SDK AL EREED 6 MPARA LG, FIAE , SDK ARG
HE2EXRF, BE  4PEARET M EERALES GA WERER.

S (FIHER) -EEPERXT , AWSH SDK RAR SR ERHIREEN R L EBE, SDK T
LWFFRSRIMERSH AP B, B F2EHUSSHE R, EFEXEFT-IPRABRN 1218
BrRIEZH UL,

« BRIEXE (FAME) -4 SDK XBIL XN , ERTBEREFRSIRAE, <6 &HHWRANSEEY
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http://aws.amazon.com/tools/
http://aws.amazon.com/premiumsupport/knowledge-center/
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1R 4 7 B 5
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SHEXFRAABEAHNHNEEER. SMEXHMHNEE SRS BCH end-of-supportfti1H 7 & B
o

LTFAREATFHEENE = FHRB<RITOE
o BERS (0S) : flFEFELDE Linux AMI, T Linux 2, Windows 2008, Windows
2012, Windows 2016 &,

- {BESiE{70E ; RHI49IE Java 7. Java 8, Java 11, .NET Core. .NET Standard. .NET PCL %,
o E=FFEMELR : RHIBFE OpenSSL, .NET Framework 4.5, Java EE &,

BNOBRREMXRANEGL LN SDK KBTI ZFEED 6 MARYLEF SDK K¥ixF, ER , It
R R EEN KRB RMARTE,

Note
AWSRBHETIZINEE SDK RAMWER T 5 L X KZE B I AY 2 =589 1 F

B AR

#IPNEBEN S A RAE

s RMNeBZTEMPOKF X% —HBFE4NSE , ERRIMNITRLK LI SE SDK RN LI, X B T4
TR EE e WEEEnd-of-support , FEEFSI R AIRHBEARES.

+ AWSSDK 3 #4 , 530 API £ XX#S, FAFER. SDK FREHTH U KGtHUb B R4 EEH |, LU
FHNAR , AREEXALSENNARFENES.

o —NAWSEEAHEEXE , IR T EE e @M nd-of-support , HFEH T ZEATE K,

« BESDKHRMTHAES , B8 T e I End-of-support H4EEE T SDK X#4,

ESETMANEERAIIRAWSSDK MTEUREMNELEF EHEAPFFLHNMAE , ES@the section
called “MRAS T HERE” (p. 74)0

AWSSDK T B hx s 3% 4B

THEWNEME T T JAYRAWSSDK TERAUAR CIELP EmEHPAALHLE , SUREXEIR.
BEXHRHFREN (SDK) MITENEFEREANETARRERERBXRWIFEMAER , HSMthe section
called “4 3 B (p. 73)

SDK FERA EEI=S FEXEHHH xEE
AWS CLI 1.x NIRRT 9/2/2013

AWS CLI 2.x NIFRAT 202010 A2 H

C++ BHFLAIE  1x NFERAT 9/2/2015

=

;EDﬁi FGoVv2l  V21x NIRRT 1/19/2021
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https://github.com/aws/aws-cli
https://github.com/aws/aws-cli/tree/v2
https://github.com/aws/aws-sdk-cpp
https://github.com/aws/aws-sdk-cpp
https://github.com/aws/aws-sdk-go-v2
https://github.com/aws/aws-sdk-go-v2
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Go hx SDK 1.x D KT 11/19/2015
Java X SDK 1.X D KT 2010 £ 3 A 25 B
Java hx SDK 2.x NFFET 11/20/2018
@A FJavaScript | 1.x 2= JIa 5/6/2013
&M TJavaScript | 2.x DNHFELT 6/19/2014
A TJavaScript | 3.x D EIT 12/15/2020
Kotlin ix SDK 1.X FRARTK
ERTNETH S 1.x TR 11/2009
EATNETHS | 2x LI 11/8/2013
FEATNETHS | 3x DF KT 7/28/2015
PHP i SDK 2.x LI 11/2/2012
PHP ik SDK 3.x DHF KT 5/27/2015
SEAT Python | 1.x AL 7/13/2011
SDK (Boto2)
EAT Python 9 1.x D &1T 2015 6 A 22 B
SDK (Boto3)
EATF Python B9 1.x NFET 2015 % 6 A 22 H
SDK (Botocore
Ruby B#F AL | 1.x TR 7/14/2011
B4
Ruby B#EF AT | 2.x THAILE 20152 A 15 B
24
Ruby BMFF XL | 3.x NFEAT 8/29/2017
=R
Rust kx SDK 1.x FEAGTAR
ERAT Swift 1.x FEAGRTRL
EHT PowerShell | 2.x LI 11/8/2013
HIE
ERT PowerShell | 3.x XL 7/29/2015
WITE
ERT PowerShell | 4.x NFET 11/21/2019
WTE

IDE TE%

AWSERIT X33 (IDE) TEIR AW H RN FEEMT RAWSK B IR IDE RS .
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https://github.com/aws/aws-sdk-java
https://github.com/aws/aws-sdk-java-v2
https://github.com/aws/aws-sdk-js/releases/tag/v1.0.0
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https://github.com/aws/aws-sdk-js-v3
https://github.com/awslabs/aws-sdk-kotlin
https://www.nuget.org/packages/AWSSDK/
https://www.nuget.org/packages/AWSSDK/
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https://github.com/aws/aws-sdk-php/tree/2.8
https://github.com/aws/aws-sdk-php
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https://github.com/boto/boto
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https://github.com/aws/aws-sdk-ruby
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https://www.powershellgallery.com/packages/AWSPowerShell
https://www.powershellgallery.com/packages/AWSPowerShell
https://www.powershellgallery.com/packages/AWSPowerShell
https://www.powershellgallery.com/packages/AWSPowerShell
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https://www.powershellgallery.com/packages/AWSPowerShell
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https://docs.aws.amazon.com/codewhisperer/latest/userguide/sharing-data.html
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